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Before You Begin

Biometrics Overview

Biometrics is an automated method of recognizing a person based on physical or behavioral characteristics.
Biometric information that can be used to accurately identify people includes fingerprint, voice, face, iris,
handwriting and hand geometry.

There are two key functions offered by a biometric system. One method is identification, a “one-to-many”
matching process in which a biometric sample is compared sequentially to a set of stored samples to determine
the closest match. The other is verification, a “one-to-one” matching process in which the biometric system
checks previously enrolled data for a specific user to verify whether that individual is who he or she claims to be.
The verification method provides the best combination of speed and security, especially where multiple users are
concerned, and requires a user ID or other identifier for direct matching.

With an increasing reliance on online technology and other shared resources, the information age is quickly
revolutionizing the way transactions are initiated and completed. Business transactions of all types are
increasingly being handled online and remotely. This unprecedented growth in electronic transactions has
underlined the need for a faster, more secure and more convenient method of user verification than passwords
can provide.

Using biometric identifiers offers several advantages over traditional and current methods. This is because only
biometric authentication is based on the identification of an intrinsic part of a human being. Tokens such as smart
cards, magnetic stripe cards and physical keys, can be lost, stolen, duplicated or left behind. Passwords can be
forgotten, shared, hacked or unintentionally observed by a third party. By eliminating all of these potential trouble
spots, biometric technology can provide greater security, with convenience, needed for today’s complex
electronic landscape.

Advantages of Using Fingerprints

The advantages of using fingerprints include widespread public acceptance, convenience and reliability. It takes
little time and effort to scan one’s fingerprint with a fingerprint reader, and so fingerprint recognition is considered
among the least intrusive of all biometric verification techniques. Ancient officials used thumbprints to seal
documents thousands of years ago, and law enforcement agencies have been using fingerprint identification
since the late 1800s. Fingerprints have been used so extensively and for so long, there is a great accumulation
of scientific data supporting the idea that no two fingerprints are alike.

About SecuGen

SecuGen (www.secugen.com) provides biometric solutions for physical and network security employing
advanced fingerprint recognition technology. The company’s comprehensive product line includes high quality
optical fingerprint readers and sensor component, software and development kits that are used for a variety of
innovative applications including Internet, enterprise network and desktop security, physical access control, time
and attendance management and financial and medical records control. SecuGen patented products feature the
industry’s longest warranty and are renowned for their accuracy, reliability and versatility. Based in Silicon Valley,
SecuGen has been serving the global biometric community since 1998 and is an active member of the
Biometrics Consortium (www.biometrics.org) and the BioAPI Consortium (www.bioapi.org).



http://www.secugen.com/
http://www.biometrics.org/
http://www.bioapi.org/
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About SecuGen Products

SecuGen Sensor Qualities

e Excellent Image Quality: Clear, distortion-free fingerprint images are generated using advanced, patented
and patent-pending optical methods. Quality imaging yields better sampling for minutiae data extraction.

e Durability: Mechanical strength tests show resistance to impact, shock and scratches.

e Powerful Software: Precise, fast processing algorithm ensures efficiency and reliability.

e Ruggedness and Versatility: Solid engineering and superior materials allows for use under extreme
conditions.

e Ergonomic Design: Compact, modular design for seamless integration into small devices, ease of use and
compatibility make it ideal for a broad range of applications.

e Low Cost: Products are developed to deliver high performance, zero maintenance at very affordable prices
for general and industrial use.

Advantages of SecuGen Sensors Over Other Optical Sensors

e Unique optical method captures fine details, even from dry skin
e Extremely low image-distortion

¢ Reinforced materials

e  Wear resistance

e Attractively small size

e Ease of integration

e Ready-to-use

e Low cost through longer life and no maintenance requirements

Advantages SecuGen Sensors Over Semiconductor (Capacitive) Sensors

e Non-metal, non-silicon components make it less susceptible to corrosion when exposed to salts, oil and
moisture from skin and environment

e  Superior surface properties eliminate need for costly coating and processing procedures

e Greater mechanical strength, wear-resistance and durability

e Broader range of applicability, especially for use in extreme conditions and climates

e Immunity from electrostatic discharge

e Low cost through longer life and no maintenance requirements

Strengths of SecuGen Software and Algorithms

e Unique image processing algorithm extracts fingerprint minutiae very accurately
e High signal-to-noise ratio processing algorithm screens out false features

e Highly efficient matching algorithm

e Fast overall process of extraction, matching and verification

e Encryption function to protect user privacy

o Compatibility with existing desktop, laptop PCs interface computers

e Ease in developing applications for various purposes
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Chapter 1. Overview

SecuGen’s FDx SDK Pro is designed to provide low level access to SecuGen'’s fingerprint readers using SecuGen’s
next-generation algorithm module. Programming with SecuGen’s FDx SDK Pro is simple and easy to program and
gives the most development flexibility among all SecuGen SDKs.

1.1. Features

e Uses SecuGen’s new and improved next-generation algorithms
e  Supports three kinds of fingerprint minutiae formats (or templates):
o SG400: SecuGen'’s proprietary fingerprint minutiae format
o ANSI378: Finger Minutiae Format for Data Exchange (ANSI-INCITS 378-2004)
o 1S019794-2: Biometric Data Interchange Formats--Finger Minutiae Data (ISO/IEC 19794-2:2005)
e Provides low-level APIs for image capture, feature extraction and matching
o The following extraction and matching algorithms, which are incorporated in sgfpamx.dll in this
SDK, support the ANSI-INCITS 378-2004 standard and have been tested and proven to be MINEX
Compliant (http://fingerprint.nist.gov/MINEX/):
=  SecuGen ANSI INCITS 378 Template Generator v3.5 (feature extraction algorithm)
= SecuGen ANSI INCITS 378 Template Matcher v3.5 (matching algorithm)
e Gives a high degree of flexibility to developers of all kinds of applications and is easy to use
e  Supports WSQ Image encoding and decoding

1.2. System Requirements

SecuGen USB fingerprint readers capture a fingerprint image and digitize the image to an 8-bit gray-scale image at
500 DPI resolution. The host system then retrieves the image through its USB port for subsequent processing. All
SecuGen USB fingerprint readers, except for those based on FDUO1 sensors, are supported in this SDK.

Requires

e IBM-compatible PC Pentium Il or later

e 1 USB port (1.1 or higher) for the SecuGen USB fingerprint reader
e 64 MB RAM

e 80 MB available hard disk space

e  Windows 10/8/7

e Java SDKv1.8.0_51 or later

e Java JRE v1.8.0_51 or later



http://fingerprint.nist.gov/MINEX/
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1.3. Development Environment

Requires: SecuGen FDx SDK Pro for Windows v3.54 or later

1.3.1. Install the FDx SDK Pro for Windows

FDx SDK Pro for Java is a Java Native Interface (JNI) wrapper for FDx SDK Pro for Windows. The JNISGFPLIB
runtime library included in this SDK passes calls to the SGFPLIB runtime library included in FDx SDK Pro for
Windows. Refer to the FDx SDK Pro for Windows Installation Manual for detailed installation instructions.

1.3.2. Install the Java 2 SDK v1.8.0 51

The Java SDK can be downloaded at www.oracle.com/technetwork/java. Refer to the Java documentation for
detailed installation instructions.

After installing the Java SDK, verify that you have installed it correctly by launching a command prompt and
running the following commands

e java-—version
e javac -version

B Visual Studio 2008 Command Prompt — O >

1.3.3. Copy the FDx SDK Pro for Java directory to your target location

FDx SDK Pro for Java is distributed as a directory structure containing all required Jar files, the JNI library and
various batch files that can be used to compile and run the included sample applications. As long as the Java
SDK and FDx SDK Pro for Windows are correctly installed, the FDx SDK Pro for Java can be installed in any
convenient location.



http://www.oracle.com/technetwork/java
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Chapter 2. Installation

2.1. Installation

Copy the FDx SDK Pro for Java distribution into a new directory on the development machine.

2.2. Included Files

Library Files

FDxSDKPRO.jar —FDx SDK Pro for Java jar file
jnifsgplib.dll — SecuGen JNI library. Wrapper for sgfplib.dll
Absolutelayout.jar — NetBeans 4.x Swing layout runtime

Sample Program Files

extract_samples.bat — Extracts sample source code

build_samples.bat — Builds sample applications

run_JSGD.bat — Runs the JSGD sample application

run_JSGFPLibTest.bat — Runs the JFPLibTest sample application
run_JSGMultiDeviceTest.bat — Runs the JSGMultiDeviceTest sample application

Sample Signed Applet Files

applet/ — Directory containing signed applet demo
genkey.bat — Generates certificate & key pair
buildsignedapplet.bat — Builds signed jar file
exportcert.bat — Exports certificate
JSGDAppletDemo.html — Html file to load signed applet

Documentation

readme.txt — Latest release information for FDx SDK Pro for Java
doc/ — Directory containing JavaDoc for FDx SDK Pro for Java
FDx SDK Pro Programming Manual (Java).pdf — This document

2.3. Run-time Distribution

Please follow the distribution instructions for FDx SDK Pro for Windows. Additionally, copy the FDx SDK Pro for
Java runtime files as follows:

Windows 7 32bit: Copy jnifplib\win32\jnisgfplib.dll to C:\windows\system32
Copy jnisgwsglib\win32\jnisgwsglib.dll to C:\windows\system32
Copy jnisgwsglib\win32\sgwsglib.dll to C:\windows\system32

Windows 7 64bit: Copy jnifplib\win32\jnisgfplib.dll to C:\Windows\SysWOW64
Copy jnisgwsglib\win32\jnisgwsglib.dll to C:\windows\SysWOW64
Copy jnisgwsglib\win32\sgwsglib.dll to C:\windows\SysWOW64
Copy jnifplib\x64\jnisgfplib.dll to C:\Windows\system32
Copy jnisgwsglib\x64\jnisgwsglib.dll to C:\windows\system32
Copy jnisgwsglib\x64\sgwsqglib.dll to C:\windows\system32

8
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Chapter 3. Programming in Java

SecuGen’s FDx SDK Pro was designed for ease in programming and the most flexibility for developers. All SDK
functions are integrated into the JSGFPLib class. The JSGFPLib class includes Device Initialization, Fingerprint
Capture, and Minutiae Extraction and Matching functions.

3.1. Create JSGFPLIib
To use JSGFPLib, call ISGFPLib(), which instantiates a JSGFPLib object.

JSGFPLib sgfplib = new JSGFPLib ( (UsbManager)getSystemService (Context.USB_SERVICE)) ;

3.2. Initialize JSGFPLIb

After the JSGFPLib object is created, it should be initialized using JSGFPLIiB,Init() or JSGFPLib.InitEx().
JSGFPLib.Init() takes the device name, loads the driver that corresponds to the device name and initializes the
fingerprint algorithm module based on device information. JSGFPLib.InitEx() takes image width, image height and
resolution as parameters. Call JSGFPLib.InitEx() when using the fingerprint algorithm module without a SecuGen
reader.

The table below summarizes the correlation among device name (device type), loaded device driver and initial image
size when the Init(JSGFPLibDeviceName devName) function is called.

Device Name, Device Driver and Image Size

Device Name Value Device driver Image Size (pixels)
SG_DEV_UNKNOWN 0 Default Based on Attached Device
SGDEV_FDP02 1 Parallel device driver 260*300
SGDEV_FDU02 3 USB FDUO?2 driver 260*300
SGDEV_FDUO03 4 USB FDUO03 / SDUO03 driver 260*300
SGDEV_FDU04 5 USB FDUO04 / SDU04 driver 258*336
SGDEV_FDUO05 6 USB U20 driver 300*400

e JSGFPLib.Init()

long error = sgfplib.Init( SGFDxDeviceName.SG DEV AUTO) ;
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3.3. Terminate JSGFPLIib

JSGFPLib.Close() must be called prior to terminating the application. It frees up the memory used by the JSGFPLib
object.

Long error = JSGFPLib.Close();

3.4. Open the SecuGen Fingerprint Reader

To use a SecuGen fingerprint reader, call JSGFPLib.OpenDevice(). The parameter (devid) of
JSGFPLib.OpenDevice() can have different meanings depending on which type of fingerprint reader is used.

If only one USB fingerprint reader is connected to the PC, devld will be 0. If multiple USB fingerprint readers are
connected to one PC, devld can range from 0 to 9. The maximum number of SecuGen USB readers that can be
connected to one PC is 10.

In general, if only one USB reader is connected to the PC, then USB_AUTO_DETECT is recommended.

long error = sgfplib.OpenDevice (USB_AUTO_DETECT) ;

3.5. Get Device Information

Device information can be retrieved by calling JSGFPLib.GetDevicelnfo(), which obtains required device information
such as image height and width. The device information is contained in the SGDevicelnfoParam structure.

SGDeviceInfoParam device_ info;

error = JSGFPLib.GetDeviceInfo (device info);

if (error == SGFDxErrorCode.SGSGFDX_ ERROR_NONE)

{
m_ImgWidth = device_info.ImageWidth;
m_ImgHeight = device_ info.ImageHeight;

10
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3.6. Capture a Fingerprint Image

After the reader is initialized, a fingerprint image can be captured. The SGFPM object provides three types of
fingerprint image capture functions listed below. Captured fingerprints are 256 gray-level images, and image width
and height can be retrieved by calling SGFPM_GetDevicelnfo(). The image buffer should be allocated by the calling
application.

JSGFPLib.Getlmage() captures an image without checking for the presence of a finger or checking image quality.

JSGFPLib.GetlmageEx() captures fingerprint images continuously, checks the image quality against a specified
quality value and ignores the image if it does not contain a fingerprint or if the quality of the fingerprint is not
acceptable. If a quality image is captured within the given time (the second parameter), JSGFPLib.GetImageEXx()
ends its processing. If a window handle is provided by the application, the drivers will draw a fingerprint image in the
provided window using the handle value.

e JSGFPLib.Getlmage()
[Example]
byte[] buffer = new byte[m ImageWidth*m ImageHeight];
if (JSGFPLib.GetImage (buffer) == SGFDxErrorCode.SGSGFDX ERROR NONE) // Get image data
from device
{
// Display image

// Process image

e JSGFPLib.GetlmageEx()
[Example]
byte[] buffer = new byte[m ImageWidth*m ImageHeight];
long timeout = 10000;
long quality = 80;
if (JSGFPLib.GetImageEx (buffer, timeout, null, quality) ==
SGFDxErrorCode.SGFDX_ERROR_NONE)

{
// Display image

3.7. Get Image Quality
To determine the fingerprint image quality, use GetimageQuality().
e JSGFPLib.GetimageQuality()
Int[] img_qlty;
JSGFPLib.GetImageQuality (ImageWidth, m ImageHeight, fp image, mg qlty);

if (img glty[0] < 80)
// Capture again

11
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3.8. Use Smart Capture™ or Control Brightness Manually

Depending on the fingerprint reader used, environmental factors and the specifications of the host system, the
brightness of a fingerprint image may vary. The SecuGen device drivers use a technology called Smart Capture™ to
dynamically adjust brightness to ensure the best image quality. Smart Capture is enabled by default.

To manually control the quality of a captured image, the image brightness should be adjusted by changing the
brightness setting of the reader using JSGFPLib.SetBrightness(). This function is ignored if Smart Capture is
enabled.

e JSGFPLib. SetBrightness()
JSGFPLib.SetBrightness (70) ; // Set from 0 to 100.

3.9. Create a Template

To register or verify a fingerprint, a fingerprint image is first captured, and then feature data (minutiae) is extracted
from the image into a template. Minutiae are the unique core points near the center of every fingerprint, such as
ridges, ridge endings, bifurcations, valleys and whorls.

Use JSGFPLib.CreateTemplate() to extract minutiae from a fingerprint image to form a template. The buffer should
be assigned by the application. To get the buffer size of the minutiae, call JSGFPLib.GetMaxTemplateSize(). It will
return the maximum buffer size for data in one template. The actual template size can be obtained by calling
JSGFPLib.GetTemplateSize() after the template is created. The JISGFPLib.CreateTemplate() API creates only one
set of data from an image.

Note: Templates having the ANSI378 or ISO19794-2 format may be merged.

e JSGFPLib.CreateTemplate()

// Get a fingerprint image
err = JSGFPLib.GetImage (m_ImgBuf) ;

// Create template from captured image
err = JSGFPLib.GetMaxTemplateSize (maxTemplateSize);
byte[] minBuffer = new byte[maxTemplateSize[0]];

// Set information about template

SGFingerInfo finger info;

finger_info.FingerNumber = SGFingerPosition.SG_FINGPOS LI;
finger_info.ImageQuality = glty[0];
finger_info.ImpressionType = SG_IMPTYPE LP;

finger info.ViewNumber = 1;

err = JSGFPLib.CreateTemplate (finger info, m ImgBuf, minBuffer);

12
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3.10. Match Templates

Templates are matched during both registration and verification processes. During registration, it is recommended to
capture at least two image samples per fingerprint for a higher degree of accuracy. The minutiae data from each
image sample can then be compared against each other (i.e. matched) to confirm the quality of the registered
fingerprints. This comparison is analogous to a password confirmation routine that is commonly required for entering
a new password.

During verification, newly input minutiae data is compared against registered minutiae data. Similar to the registration
process, verification requires the capture of a fingerprint image followed by extraction of the minutiae data from the
captured image into a template.

To match templates, FDx SDK Pro provides four kinds of matching functions. Each function requires two sets of
template data for matching.

JSGFPLib.MatchTemplate():This function matches templates having the same format as the default format. When
calling this function, each template should include only one sample (or view) per template. The default format is
SG400 (SecuGen proprietary format) but can be changed by calling JSGFPLib.SetTemplateFormat().

JSGFPLib.MatchTemplateEx(): This function can match templates having different template formats. This function
can also specify the template format for each template and can match templates that have multiple views per
template.

JSGFPLib.MatchAnsiTemplate(): This function is the same as JSGFPLib.MatchTemplateEx() except that it
supports only ANSI378 templates.

JSGFPLib.MatchlsoTemplate(): This fucntion is the same as JSGFPLib.MatchTemplateEx() except that it supports
only 1ISO19794-2 templates.

Function Template Format Can dn;?éfzntte:; era;f;?Wlth
SGFPM_MatchTemplate SG400 (System default) No
SGFPM_MatchTemplateEx Specified template format Yes
SGFPM_MatchAnsiTemplate ANSI378 No
SGFPM_MatchlsoTemplate 1ISO19794-2 No

e JSGFPLib.MatchTemplate()
byte[]RegTemplatel= new byte[maxTemplateSize[0]];
byte[]RegTemplate2= new byte[maxTemplateSize[0]];

// Getfirst fingerprint image and create template from the image
err = JSGFPLib.GetImage (m_ ImgBuf);
err = JSGFPLib.CreateTemplate (null, m ImgBuf, m RegTemplatel);

// Get second fingerprint image and create template from the image
err = JSGFPLib.GetImageEx (m ImgBuf) ;
err = JSGFPLib.CreateTemplate (null, m ImgBuf, m RegTemplate2);

long sl = SGFDxSecurityLevel.SL NORMAL; // Set security level as NORMAL

boolean[] matched = new boolean[1l];
err = JSGFPLib.MatchTemplate (m RegTemplatel, m_ RegTemplate2, sl, matched);
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e JSGFPLib.MatchTemplateEx()
byte[]RegTemplatel= new byte[maxTemplateSize[0]];
byte[]RegTemplate2= new byte[maxTemplateSize[0]];

// Make SG400 template

err = JSGFPLib.SetTemplateFormat (SGFDxTemplateFormat.TEMPLATE FORMAT SG400) ;
err = JSGFPLib.GetImage (m ImgBuf, 5000, NULL, glty):

err = JSGFPLib.CreateTemplate (null, m ImgBuf, m RegTemplatel);

// Make ANSI378 template

err = JSGFPLib.SetTemplateFormat (TEMPLATE FORMAT ANSI378) ;

err = JSGFPLib.GetImage (m ImgBuf);

err = JSGFPLib.CreateTemplate (null, m ImgBuf, m RegTemplate2);

long sl = SGFDxSecurityLevel.SL NORMAL; // Set security level as NORMAL
boolean[] matched = new boolean[1l];
err = JSGFPLib.MatchTemplateEx (RegTemplatel,

SGFDxTemplateFormat TEMPLATE FORMAT SG400,

0, // Must be 0 if template format is SG400
RegTemplate2,

SGFDxTemplateFormat TEMPLATE FORMAT ANSI378,

0, // Currently only one sample

sl,

&matched) ;

e JSGFPLib.MatchAnsiTemplate()
Long err err;
boolean[] matched = new boolean[1l];
matched[0] = false;
SGANSITemplateInfo sample_info = new SGANSITemplateInfo();
err = JSGFPLib.GetAnsiTemplateInfo(m EnrollTemplate, sample info);

boolean finger found = false;
for (int 1 = 0; 1 < sample_info.TotalSamples; i++)
{
if (sample info.SampleInfo[i].FingerNumber == finger pos) // Try match for same finger
{
finger found = true;
err = JSGFPLib.MatchAnsiTemplate (m_EnrollTemplate,
i,
m_FetBufM,
0,
SGFDxSecurityLevel.SL NORMAL
matched) ;
if (matched)

break;

14
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e JSGFPLib.MatchlsoTemplate()

long err;
boolean[] matched = new boolean[1l];
matched[0] = false;

// 15019794-2

SGISOTemplateInfo sample info = new SGISOTemplateInfo();
err = JSGFPLib.GetIsoTemplateInfo(m StoredTemplate,

int found finger = -1;

for (int 1 = 0; i < sample info.TotalSamples; i++)

{
// 1S019794-2

err = JSGFPLib.MatchIsoTemplate (m_StoredTemplate,

i,
m_FetBuflM,
0

matched) ;
if (matched)
{

4
SGFDxSecurityLevel.SL_NORMAL,

Chapter 3. Programming in Java

sample info);

found finger = sample info.SamplelInfo[i].FingerNumber;

break;

15
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3.11. Register a Fingerprint

To register a fingerprint, a fingerprint image is first captured, and then feature data (minutiae) is extracted from the
image to create a template. It is recommended to capture at least two image samples per fingerprint for a higher
degree of accuracy. The minutiae data from each image can then be compared against each other (i.e. matched) to
confirm the quality of the registered fingerprints. This comparison of two fingerprints is analogous to a password

confirmation routine that is commonly required for entering a new password.

Fingerprint Registration Process

pPowbdPR

Capture fingerprint images: JSGFPLib.Getimage()

Extract minutiae from each captured fingerprint image to create a template: JSGFPLib.CreateTemplate()
Match each template to determine if they are acceptable for registration: JSGFPLib.MatchTemplate()

Save templates to file or database to complete registration

Example: Using two fingerprint images to register one fingerprint

err = JSGFPLib.GetMaxTemplateSize (m MaxTemplateSize);
byte[] m RegTemplatel = new byte [MaxTemplateSize[O0]];
BYTE* m RegTemplate2 = new byte [MaxTemplateSize[O0]];

// Get first fingerprint image and create template from the image
err = JSGFPLib.GetImage (m_ImgBuf);
err = JSGFPLib.CreateTemplate (null, m ImgBuf, m RegTemplatel);

// Get second fingerprint image and create template from the image
err = JSGFPLib.GetImage (m_ ImgBuf);

err = JSGFPLib.CreateTemplate (null, m ImgBuf, m RegTemplate2);
DWORD sl = SGFDxSecurityLevel.SL NORMAL; // Set security level as NORMAL
Boolean|[] matched = new Boolean[l];

err = JSGFPLib.MatchTemplate (m RegTemplatel, m RegTemplate2, sl, matched);

if (matched)

// Save these templates somewhere

16
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3.12. Verify a Fingerprint

The process of verifying a fingerprint involves matching newly input minutiae data against registered minutiae data.
Similar to the registration process, verification requires the capture of a fingerprint image followed by extraction of the
minutiae data from the captured image and the creation of a template.

Fingerprint Verification Process

N

Capture fingerprint image: JSGFPLib.Getimage()
Extract minutiae data from captured image to create a template: JSGFPLib.CreateTemplate()
Match newly made template against registered template(s): JSGFPLib.MatchTemplate()

- Adjust the security level according to the type of application. For example, if fingerprint-only
authentication is used, set the security level higher than SL_NORMAL to reduce the chances for
false acceptance (FAR).

Example: Input minutiae data is matched against two registered minutiae data samples

DWORD err;

err = JSGFPLib.GetMaxTemplateSize (m hFPM, &m MaxTemplateSize);
byte[] m_ VrfTemplatel= new byte[m MaxTemplateSize];

// Get first fingerprint image and create template from the image
err = JSGFPLib.GetImage (m ImgBuf);
err = JSGFPLib.CreateTemplate(null, m ImgBuf, m VrfTemplatel);

DWORD sl = SGFDxSecurityLevel.SL NORMAL; // Set security level depending on applications.
boolean[] matchedl = new boolean[1l];

boolean[] matched2 = new boolean[1l];

JSGFPLib.MatchTemplate (m_RegTemplatel, m_ VrfTemplatel, sl, matchedl);
JSGFPLib.MatchTemplate (m_RegTemplate2, m_ VrfTemplatel, sl, matched2);

err

err

if (err == SGFDxErrorCode.SGSGFDX_ ERROR_NONE)
{
if (matchedl && matched2)
// Matched
else
// Not matched

17
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3.13. Get Matching Score

For improved quality control during the registration or verification process, a matching score can be used instead of a
security level setting to determine the success of the operation. The matching score can be specified so that only sets
of minutiae data that exceed the score will be accepted; data below the score will be rejected. The matching score
may have a value from 0 to 199. JSGFPLib.GetMatchingScore() requires two sets of minutiae data of the same
template format. JSGFPLib.GetMatchingScoreEx() requires two sets of minutiae data, but they can take different
template formats.

int[] score = new int([1l];
if (JSGFPLib.GetMatchingScore (m RegTemplatel, m RegTemplate2, score) ==
SGFDXErrorCode.SGFDX_ ERROR NONE)
{
if (score > 100)
// Enroll these fingerprints to database
else

// Try again
To understand how the matching scores correlate with typical security levels, refer to the chart below.

Security Level vs. Corresponding Matching Score

Constant Value Corresponding Matching Score
SL_NONE 0 0
SL_LOWEST 1 30
SL_LOWER 2 50
SL_LOW 3 60
SL_BELOW_NORMAL 4 70
SL_NORMAL 5 80
SL_ABOVE_NORMAL 6 90
SL_HIGH 7 100
SL_HIGHER 8 120
SL_HIGHEST 9 140

Note: Starting from version 3.53 of FDx SDK Pro for Windows, the Corresponding Matching Scores have
changed.
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3.14. Template Format

The FDx SDK Pro supports three types of fingerprint template formats:
e SecuGen’s proprietary template format (”SG400”)
e ANSI INCITS 378-2004 "Finger Minutiae Format for Data Exchange" (“ANSI378”)
e |ISO/IEC 19794-2:2005 "Biometric Data Interchange Formats-- Finger Minutiae Data" (“1SO19794-2")

As default, JSGFPLib creates SecuGen proprietary templates (TEMPLATE_FORMAT_SG400). To change the
template format, use JSGFPLib.SetTemplateFormat().

SG400 templates are encrypted for high security and have a size of 400 bytes. ANSI378 templates are not encrypted,
and their size is variable depending on how many fingers are registered in the structure and how many minutiae
points are found.

For more information about the ANSI378 template, refer to the standard document titled “Information technology -
Finger Minutiae Format for Data Interchange,” document number ANSI INCITS 378-2004, available at the ANSI
website http://webstore.ansi.org.

For more information about the 1ISO19794-2 template, refer to the standard document titled “Information technology --
Biometric Data Interchange Formats -- Part 2: Finger Minutiae Data,” document number ISO/IEC 19794-2:2005,
available at the ISO website under Subcommittee JTC 1/ SC 37 (Biometrics):
http://www.iso.org/isol/iso_catalogue/catalogue tc/catalogue_detail.htm?csnumber=38746.

Once the template format is set, it will affect the execution of the JSGFPLib module.

The following APIs are affected by JSGFPLib.SetTemplateFormat():
- JSGFPLib.GetMaxTemplateSize()
- JSGFPLib.CreateTemplate()
- JSGFPLib.GetTemplateSize()
- JSGFPLib.MatchTemplate()
- JSGFPLib.GetMatchingScore()

The following APIs work only when the template format is TEMPLATE_FORMAT_ANSI378:
- JSGFPLib.GetTemplateSizeAfterMerge()
- JSGFPLib.MergeAnsiTemplate()
- JSGFPLib.GetAnsiTemplatelnfo()
- JSGFPLib.MatchAnsiTemplate()
- JSGFPLib.GetAnsiMatchingScore()

The following APIs work only when the template format is TEMPLATE_FORMAT_ISO19794:
- JSGFPLib.GetlsoTemplateSizeAfterMerge()
- JSGFPLib.MergelsoTemplate()
- JSGFPLib.GetlsoTemplatelnfo()
- JSGFPLib.MatchlsoTemplate()
- JSGFPLib.GetlsoMatchingScore()

The following APIs work with any template format:

- JSGFPLib.MatchTemplateEx()
- JSGFPLib.GetMatchingScoreEx()
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3.15.

Set template format to ANSI378
JSGFPLib.SetTemplateFormat (SGFDxTemplateFormat TEMPLATE FORMAT ANSI378);

Set template format to SG400
JSGFPLib.SetTemplateFormat (SGFDxTemplateFormat TEMPLATE FORMAT SG400);

Set template format to 1SO19794
JSGFPLib.SetTemplateFormat (SGFDxTemplateFormat TEMPLATE FORMAT IS019794);

Manipulate ANSI378 Templates

The ANSI378 template format allows multiple fingers and multiple views per finger to be stored in one template. To
support this feature, FDx SDK Pro provides the following special APlIs:

JSGFPLib.GetTemplateSizeAfterMerge()
JSGFPLib.MergeAnsiTemplate()
JSGFPLib.GetAnsiTemplatelnfo()
JSGFPLib.MatchAnsiTemplate()
JSGFPLib.GetAnsiMatchingScore()

Merge two ANSI378 templates

After creating an ANSI378 template from a fingerprint image, additional ANSI378 templates can be merged
into one template. To do this, use JSGFPLib.MergeAnsiTemplate(), which takes two ANSI378 templates
and merges them into one template. The merged template size will be less than the sum of the sizes of all
input templates. Call JISGFPLib.GetTemplateSizeAfterMerge() to obtain the exact template size of the
merged template before using JSGFPLib.MergeAnsiTemplate().

err = JSGFPLib.GetMaxTemplateSize (m hFPM, &m MaxTemplateSize);
byte[] m Templatel = new byte[m MaxTemplateSize];
byte[] m Template2 = new byte[m MaxTemplateSize];

// Get first fingerprint image and create template from the image
err = JSGFPLib.GetImage (m_ ImgBuf);
err = JSGFPLib.CreateTemplate (null, m ImgBuf, m Templatel);

// Get second fingerprint image and create template from the image
err = JSGFPLib.GetImage (m_ ImgBuf);
err = JSGFPLib.CreateTemplate (null, m ImgBuf, m TemplateZ2);

// Save template after merging two templates - m Templatel, m Template2

int[] buf size = new int[1l];

err = JSGFPLib.GetTemplateSizeAfterMerge (m_Templatel, m Template2, buf size);
byte[] merged template = new byte[buf size[0]];

err = JSGFPLib.MergeAnsiTemplate (m_Templatel, m Template2, merged template) ;
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e Getinformation about an ANSI378 template
The ANSI378 template format allows multiple fingers and multiple views per finger to be stored in one
template. To match one sample (view) against a sample in other template, information about the template
may be needed. To get sample information about a template, use JSGFPLib.GetAnsiTemplatelnfo().

long err;

int matched samples = 0;

SGANSITemplateInfo sample infol = new SGANSITemplateInfo;
SGANSITemplateInfo sample info2 = new SGANSITemplateInfo;

err = JSGFPLib.GetAnsiTemplateInfo (g EnrollData, sample_infol);
err = JSGFPLib.GetAnsiTemplateInfo(g VrfData, sample info2);

for (int i = 0; i < sample infol.TotalSamples; i++)
{
for (int j = 0; j < sample info2.TotalSamples; j++)
{
boolean[] matched = new Boolean[1l];
err = JSGFPLib.MatchAnsiTemplate (g EnrollData, i, g VrfData, 0, sl, matched);
if (matched[0])

matched samples++;

if (err == SGFDxErrorCode.SGFDX ERROR NONE)
{
if (matched samples > 0)
System.out.writeln("Found “ + matched samples + “matched samples");
else
System.out.writeln ("Cannot find matching sample");
}
else
System.out.writeln ("MatchTemplate () failed. Error = “ + err);
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3.16. Manipulate 1ISO19794-2 Templates

The 1SO19794-2 template format allows multiple fingers and multiple views per finger to be stored in one template. To
support this feature, FDx SDK Pro provides the following special APIs:

- JSGFPLib.GetlsoTemplateSizeAfterMerge()
- JSGFPLib.MergelsoTemplate()

- JSGFPLib.GetlsoTemplatelnfo()

- JSGFPLib.MatchlsoTemplate()

- JSGFPLib.GetlsoMatchingScore()

e Merge two 1SO19794-2 templates
After creating an 1SO19794-2 template from a fingerprint image, additional 1SO19794-2 templates can be
merged into one template. To do this, use JSGFPLib.MergelsoTemplate(), which takes two 1ISO19794-2
templates and merges them into one template. The merged template size will be less than the sum of the
sizes of all input templates. Call JSGFPLib.GetlsoTemplateSizeAfterMerge() to obtain the exact template
size of the merged template before using JSGFPLib.MergelsoTemplate().

err = JSGFPLib.GetMaxTemplateSize (m hFPM, &m MaxTemplateSize);
byte[] m Templatel = new byte[m MaxTemplateSize];
byte[] m Template2 = new byte[m MaxTemplateSize];

// Get first fingerprint image and create template from the image
err = JSGFPLib.GetImage (m ImgBuf);
err = JSGFPLib.CreateTemplate (null, m ImgBuf, m Templatel);

// Get second fingerprint image and create template from the image
err = JSGFPLib.GetImage (m_ImgBuf) ;

err = JSGFPLib.CreateTemplate (null, m ImgBuf, m Template2);

// Save template after merging two templates - m Templatel, m Template2

int[] buf size = new int[1];
err = JSGFPLib.GetTemplateSizeAfterMerge (m_Templatel, m Template2, buf size);
byte[] merged template = new byte[buf size[0]];

err = JSGFPLib.MergeIsoTemplate (m_Templatel, m Template2, merged template);

e Getinformation about an ISO19794-2 template
The 1SO19794-2 template format allows multiple fingers and multiple views per finger to be stored in one
template. To match one sample (view) against a sample in other template, information about the template
may be needed. To get sample information about a template, use JSGFPLib.GetlsoTemplatelnfo().

DWORD err;
BOOL matched = FALSE;

// 1S019794-2
SGISOTemplateInfo sample info = {0};
err = JSGFPLib.GetIsoTemplateInfo(m_hFPM, m StoredTemplate, &sample info);

matched = FALSE;
int found finger = -1;
for (int i = 0; i < sample info.TotalSamples; i++)
{
// 1S019794-2
err = JSGFPLib.MatchIsoTemplate (m hFPM, m StoredTemplate, i, m FetBufM, 0, SL NORMAL,
&matched) ;
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if (matched)
{

found finger = sample info.SampleInfo[i].FingerNumber;
break;

}

if (err == SGFDX ERROR NONE)
{
if (found finger >= 0)
m ResultEdit.Format ("The fingerprint data found. Finger Position: %s",
g _FingerPosStr[found finger]);
else
m ResultEdit.Format ("Cannot find matched fingerprint data");
}
else

{
m ResultEdit.Format ("MatchIsoTemplate() failed. Error = %d ", err);

3.17. Get Version Information of MINEX Compliant Algorithms

To obtain version information about the MINEX Compliant algorithms, use JSGFPLib.GetMinexVersion(). Currently,
the extractor version number is 0X000A0035, and the matcher version number is 0x000A8035.

Long[] extractor = new long[l];
Long[]matcher = new long[l];

err = JSGFPLib.GetMinexVersion (extractor, matcher);

System.out.println (" (Extractor:” + extractor [0] + “Matcher:” + matcher);
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Chapter 4. JISGFPLIb Function Reference

4.1. JSGFPLib Creation and Termination

public JSGFPLib()
Instantiates the JSGFPLib object.

e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_CREATION_FAILED = Failed to instantiate object

public long Open()
Opens the SecuGen native library.

e Return values
SGFDX_ERROR_NONE = No error

public long Close()
Closes the SecuGen native library.

e Return values
SGFDX_ERROR_NONE = No error

4.2. Initialization

public long Init(long devName)
Initializes JSGFPLib with device name information. The JSGFPLIib object loads appropriate drivers with device name
(devName) and initializes fingerprint algorithm module based on the device information.

e Parameters
devName
Specifies the device name
SG_DEV_FDUO03: device name for USB FDUO3 and SDUO03-based readers
SG_DEV_FDUO04: device name for USB FDU04 and SDUO0O4-based readers
SG_DEV_AUTO: automatically determines the device name

e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_CREATION_FAILED = Failed to create JSGFPLIib object
SGFDX_ERROR_INVALID_PARAM = Invalid parameter used
SGFDX_ERROR_DRVLOAD_FAILED = Failed to load driver

public long InitEx(long width, long height, long dpi)
Initializes JSGFPLib with image information. Use when running fingerprint algorithm module without a SecuGen
reader.

e Parameters
width
Image width in pixels
height
Image height in pixels
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dpi
Image resolution in DPI
e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_CREATION_FAILED = Failed to create JSGFPLib object
SGFDX_ERROR_INVALID_PARAM = Invalid parameter used
SGFDX_ERROR_DLLLOAD_FAILED = Failed to load algorithm DLL

public long SetTemplateFormat(short format)
Sets template format. Default format is SecuGen proprietary format (TEMPLATE_FORMAT_SG400).

e Parameters
format
Specifies template format
TEMPLATE_FORMAT_ANSI378: ANSI INCITS 378-2004 format
TEMPLATE_FORMAT_ISO19794: ISO/IEC 19794-2:2005 format
TEMPLATE_FORMAT_SG400: SecuGen proprietary format
e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_CREATION_FAILED = Failed to create JSGFPLIib object
SGFDX_ERROR_INVALID_TEMPLATE_TYPE = Wrong template format

4.3. Device and Capture Functions

public long EnumerateDevice(int[] ndevs, SGDeviceList[] devList)
Enumerates currently attached reader to the system.

e Parameters
ndevs
The number of attached USB readers
devlList
Buffer that contains device ID and device serial number.
e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_FUNCTION_FAILED = General function fail error
SGFDX_ERROR_INVALID_PARAM = Invalid parameter used

public long OpenDevice(long devid)
Initializes the fingerprint reader.

e Parameters
devid
Specifies the device ID for USB readers. The value can be from 0 to 9. The maximum number of
supported readers attached at the same time is 10.
e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_INVALID_PARAM = Invalid parameter used
SGFDX_ERROR_SYSLOAD_FAILED = Failed to loading system files
SGFDX_ERROR_INITIALIZE_FAILED = Failed to initialize chip
SGFDX_ERROR_DEVICE_NOT_FOUND = Device not found
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public long CloseDevice()
Closes the opened device. OpenDevice() must be called before this function is used.

e Parameters
e Return values
SGFDX_ERROR_NONE = No error

public long GetDevicelnfo(SGDevicelnfoParam Info)
Gets device information from the driver (before device initialization)

e Parameters
info
An instantiated SGDevicelnfoParam object.
e Return values
SGFDX_ERROR_NONE = No error

public long SetBrightness(int brightness)
Controls brightness of image sensor. This function will only work if Smart Capture is disabled.

e Parameters
brightness
Must be set to a value from 0 to 100
e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_INVALID_PARAM = Invalid parameter used

public long SetLedOn(boolean on)
Turns optic unit LED on/off.

e Parameters
on
True: Turns on LED
False: Turns off LED
e Return values
SGFDX_ERROR_NONE = No error

public long Getimage(byte[] buffer)

Captures a 256 gray-level fingerprint image from the reader. The image size can be retrieved by calling
GetDevicelnfo(). JSGFPLib.Getimage() does not check for image quality. To get image quality of a captured image,
use GetimageQuality().

e Parameters
buffer
A byte array containing a fingerprint image. The image size can be retrieved by calling GetDevicelnfo().

e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_WRONG_IMAGE = Capture image is not a real fingerprint image
SGFDX_ERROR_INVALID_PARAM = Invalid parameter used
SGFDX_ERROR_LINE_DROPPED = Image data lost
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public long GetimageQuality(long width, long height, byte[] imgBuf, int[] quality)

Gets the quality of a captured (scanned) image. The value is determined by two factors. One is the ratio of the
fingerprint image area to the whole scanned area, and the other is the ridge quality of the fingerprint image area. A
quality value of 50 or higher is recommended for registration. A quality value of 40 or higher is recommended for
verification.

e Parameters
width
Image width in pixels
height
Image height in pixels
imgBuf
Fingerprint image data
quality
The single element array to contain image quality
e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_INVALID_PARAM = Invalid parameter used

Public long GetimageEx(byte[] buffer, long timeout, long dispWnd , long quality)

Captures fingerprint images from the reader until the quality of the image is greater than the value of the quality
parameter. The captured fingerprint is a 256 gray-level image; image size can be retrieved by calling the
SGFPM_GetDevicelnfo() function. A quality value of 50 or higher is recommended for registration. A quality value of
40 or higher is recommended for verification.

Note: The returned quality value is different from the value used in SGFPM_Getimage(). The quality value in
GetlmageEXx() represents only the ratio of the fingerprint image area to the whole scanned area.

e Parameters
buffer
A byte array containing a fingerprint image. The image size can be retrieved by calling GetDevicelnfo().
timeout
The timeout value (in milliseconds) used to specify the amount of time the function will wait for a valid
fingerprint to be input on the fingerprint reader
dispWnd
null. Not used in Java
quality
The minimum quality value of an image, used to determine whether to accept the captured image
e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_INVALID_PARAM = Invalid parameter used
SGFDX_ERROR_LINE_DROPPED = Image data lost
SGFDX_ERROR_TIME_OUT = No valid fingerprint captured in the given time
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4.4. Extraction Functions

public long GetMaxTemplateSize(int[] size)
Gets the maximum size of a fingerprint template (view or sample). Use this function before using CreateTemplate()
to obtain an appropriate buffer size. If the template format is SG400, it returns fixed length size 400.

Note: The returned template size means the maximum size of one view or sample.

e Parameters
size
The single element array to contain template size
e Return values
SGFDX_ERROR_NONE = No error

public long CreateTemplate(SGFingerinfo fpinfo, byte[] rawlmage, byte[] minTemplate)
Extracts minutiae from a fingerprint image to form a template having the default format.

e Parameters

fpinfo
Fingerprint information stored in a template. For ANSI378 templates, this information can be retrieved
from the template using GetAnsiTemplatelnfo(). For 1SO19794 templates, this information can be
retrieved from the template using GetlsoTemplatelnfo(). For SG400 templates, this information cannot be
seen in the template.

rawimg
A byte array containing 256 Gray-level fingerprint image data

minTemplate
A byte array containing minutiae data extracted from a fingerprint image

e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_FEAT_NUMBER = Inadequate number of minutia
SGFDX_ERROR_INVALID_TEMPLATE_TYPE = Wrong template type
SGFDX_ERROR_INVALID_TEMPLATE1 = 103 = Error while decoding template 1
SGFDX_ERROR_INVALID_TEMPLATE2 = 104 = Error while decoding template 2

public long GetTemplateSize(byte[] minTemplate, int[] size)
Gets template size. If the template format is SG400, it will return 400. If the template format is ANSI378 or ISO19794,
template size may vary.

e Parameters
minTemplate
A byte array containing minutiae data extracted from a fingerprint image
size
A byte array that will contain template size
e Return values
SGFDX_ERROR_NONE = No error
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4.5. Matching Functions

public long MatchTemplate(byte[] minTemplatel, byte[] minTemplate2, long seculLevel, Boolean[] matched)
Compares two sets of minutiae data of the same template format. The template format should be the same as that
set by SetTemplateFormat() and should include only one sample. To match templates that have more than one
sample, use MatchTemplateEx() or MatchAnsiTemplate().

It returns TRUE or FALSE as a matching result (matched). Security level (seculLevel) affects matching result. The
security level may be adjusted according to the security policy required by the user or organization.

e Parameters
minTemplatel
A byte array containing minutiae data extracted from a fingerprint image
minTempate2
A byte array containing minutiae data extracted from a fingerprint image
seculLevel
A security level as specified in “SGFDxSecurityLevel” by one the following nine security levels:
SL_LOWEST, SL_LOWER, SL_LOW, SL_BELOW_NORMAL, SL_NORMAL, SL_ABOVE_NORMAL,
SL_HIGH, SL_HIGHER and SL_HIGHEST. SL_NORMAL is recommended in usual case.
matched
A byte array that contains matching result. If passed templates are matching templates, TRUE is returned.
If not, FALSE is returned.
e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_INVALID_TEMPLATE_TYPE = Wrong template type
SGFDX_ERROR_INVALID_TEMPLATE1L = Error in minTemplatel
SGFDX_ERROR_INVALID_TEMPLATE2 = Error in minTemplate2

public long MatchTemplateEx(byte[] minTemplatel, short tempateTypel, long sampleNuml, byte][]
minTemplate2, short tempateType2, long sampleNum2, long seculLevel, boolean[] matched)

Compares two sets of minutiae data, which can be of different template formats (SG400 or ANSI378). It returns TRUE
or FALSE as a matching result (matched). Security level (seculLevel) affects matching result. The security level may
be adjusted according to the security policy required by the user or organization.

e Parameters

minTemplatel
A byte array containing minutiae data extracted from a fingerprint image

templateTypel
Specifies format of minTemplatel. Should be either TEMPLATE_FORMAT_SG400 or
TEMPLATE_FORMAT_ANSI378.

sampleNum1
Position of a sample to be matched in minTemplatel. If templateTypel is TEMPLATE_FORMAT_ANSI378
it can have a value from 0 to (number of samples -1) in minTemplatel. If templateTypel is
TEMPLATE_FORMAT_SG400, this value is ignored.

minTemplate2
A byte array containing minutiae data extracted from a fingerprint image

templateType2
Specifies format of minTemplate2. Should be either TEMPLATE_FORMAT_SG400 or
TEMPLATE_FORMAT_ANSI378.

sampleNum2
Position of a sample to be matched in minTemplate2. If templateType2 is TEMPLATE_FORMAT_ANSI378,
it can have a value from 0 to (number of samples -1) in minTemplate2. If templateType2 is
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TEMPLATE_FORMAT_SG400, this value is ignored.

seculLevel
A security level as specified in “fplibnew.h” by one the following nine security levels: SL_LOWEST,
SL_LOWER, SL_LOW, SL_BELOW_NORMAL, SL_NORMAL, SL_ABOVE_NORMAL, SL_HIGH,
SL_HIGHER, and SL_HIGHEST. SL_NORMAL is recommended in usual case.

matched
TRUE: Same template
FALSE: Not same template

e Return values

SGFDX_ERROR_NONE = No error

SGFDX_ERROR_INVALID_TEMPLATE_TYPE = Wrong template type

SGFDX_ERROR_INVALID_TEMPLATEL = Error in minTemplatel

SGFDX_ERROR_INVALID_TEMPLATEZ2 = Error in minTemplate2

public long JSGFPLib.GetMatchingScore(byte[] minTemplatel, byte[] minTemplate2, int[] score)
Gets matching score of two sets of minutiae data of the same template format.

e Parameters
minTemplatel
A pointer to the buffer containing minutiae data extracted from a fingerprint image
minTemplate2
A pointer to the buffer containing minutiae data extracted from a fingerprint image
score
Matching score. Returned score has a value from 0 to 199.
e Returned values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_INVALID_TEMPLATE1L = Error in minTemplatel
SGFDX_ERROR_INVALID_TEMPLATE2 = Error in minTemplate2

public long GetMatchingScoreEx(byte[]] minTemplatel, short tempateTypel, long sampleNuml, byte][]
minTemplate2, short tempateType2, long sampleNumz2, int[] score);
Gets matching score of two sets of minutiae data, which can be of different template formats (SG400 or ANSI378).

e Parameters
minTemplatel
A byte array containing minutiae data extracted from a fingerprint image

templateTypel
Specifies format of minTemplatel. Should be either TEMPLATE_FORMAT_SG400 or
TEMPLATE_FORMAT_ANSI378.

sampleNum1
Position of a sample to be matched in minTemplatel. If templateTypel is TEMPLATE_FORMAT_ANSI378,
it can have a value from 0 to (number of samples -1) in minTemplatel. If templateTypel is
TEMPLATE_FORMAT_SG400, this value is ignored.

minTemplate2
A byte array containing minutiae data extracted from a fingerprint image

templateType2
Specifies format of minTemplate2. Should be either TEMPLATE_FORMAT_SG400 or
TEMPLATE_FORMAT_ANSI378.

sampleNum2
Position of a sample to be matched in minTemplate2. If templateType2 is TEMPLATE_FORMAT_ANSI378,
it can have a value from 0 to (number of samples -1) in minTemplate2. If templateType2 is
TEMPLATE_FORMAT_SG400, this value is ignored.

score
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Matching score. Returned score has a value from 0 to 199.
e Returned values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_INVALID_TEMPLATE_TYPE = Wrong template type
SGFDX_ERROR_INVALID_TEMPLATEL = Error in minTemplatel
SGFDX_ERROR_INVALID_TEMPLATEZ2 = Error in minTemplate2

4.6. Functions for ANSI378 Templates

public long GetTemplateSizeAfterMerge(byte[] ansiTemplatel,byte[] ansiTemplate2, int[] size)
Calculates template size if two templates — ansiTemplatel and ansiTemplate2 — are merged. Use this function to
determine exact buffer size before using MergeAnsiTemplate().

e Parameters
ansiTemplatel
A byte array containing minutiae data. A template can have more than one sample.
ansiTempate2
A byte array containing minutiae data. A template can have more than one sample.
size
Template size if two templates are merged
e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_INVALID_TEMPLATE_TYPE = Wrong template type
SGFDX_ERROR_INVALID_TEMPLATE1L = Error in minTemplatel
SGFDX_ERROR_INVALID_TEMPLATE2 = Error in minTemplate2

public long MergeAnsiTemplate(byte[] ansiTemplatel,byte[] ansiTemplate2, byte[] outTemplate)

Merges two ANSI378 templates and returns a new merged template. The merged template (outTemplate) size will
be less than sum of the sizes of the two input templates (size of ansiTemplatel + size of ansiTemplate2). Call
GetTemplateSizeAfterMerge() to determine the exact buffer size for outTemplate before calling
MergeAnsiTemplate().

e Parameters
ansiTemplatel
A byte array containing minutiae data. A template can have more than one sample.
asniTempate2
A byte array containing minutiae data. A template can have more than one sample.
outTempate
The byte array containing merged data. The buffer should be assigned by the application. To determine
the exact buffer size, call ISGFPLib.GetTemplateSizeAfterMerge().
e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_INVALID_TEMPLATE_TYPE = Wrong template type
SGFDX_ERROR_INVALID_TEMPLATEZ1 = Error in minTemplatel
SGFDX_ERROR_INVALID_TEMPLATE2 = Error in minTemplate2

public long GetAnsiTemplatelnfo(byte[] ansiTemplate, SGANSITemplatelnfo templatelnfo)
Gets information of an ANSI378 template. Call this function before MatchAnsiTemplate() to obtain information about
a template.

e Parameters
anisiTemplate
ANSI378 template
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templateinfo
The object that contains template information. For more information see SGANSITemplatelnfo structure.
e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_INVALID_PARAM = Invalid parameter used
SGFDX_ERROR_INVALID_TEMPLATE_TYPE = Wrong template type

public long MatchAnsiTemplate(byte[] ansiTemplatel, long sampleNum1, byte[] ansiTemplate2, long
sampleNum2, long seculLevel, Boolean[] matched)

Compares two sets of ANSI378 templates. It returns TRUE or FALSE as a matching result (matched). Security level
(seculLevel) affects matching result. The security level may be adjusted according to the security policy required by
the user or organization.

e Parameters

ansiTemplatel
A byte array containing minutiae data. A template can have more than one sample.

sampleNum1l
Position of sample to be matched in ansiTemplatel. It can be from 0 to (number of samples -1) in
ansiTemplatel

ansiTempate2
A byte array containing minutiae data. A template can have more than one sample.

sampleNum2
Position of sample to be matched in ansiTemplate2. It can be from 0 to (number of samples -1) in
ansiTemplate2

seculLevel
A security level as specified in SGFDxSecurityLevel by one the following nine security levels:
SL_LOWEST, SL_LOWER, SL_LOW, SL_BELOW_NORMAL, SL_NORMAL, SL_ABOVE_NORMAL,
SL_HIGH, SL_HIGHER and SL_HIGHEST. SL_NORMAL is recommended in usual case.

matched
TRUE: Same template
FALSE: Not same template

e Return values

SGFDX_ERROR_NONE = No error

SGFDX_ERROR_INVALID_TEMPLATE_TYPE = Wrong template type

SGFDX_ERROR_INVALID_TEMPLATEL1 = Error in ansiTemplatel

SGFDX_ERROR_INVALID_TEMPLATE2 = Error in ansiTemplate2

public long GetAnsiMatchingScore(byte[] ansiTemplatel, long sampleNum1, byte[] ansiTemplate2, long
sampleNum2, int[] score)
Gets matching score.

e Parameters

ansiTemplatel
A byte array containing minutiae data. A template can have more than one sample.

sampleNum1
Position of sample to be matched in ansiTemplatel. It can be from 0 to (number of samples -1) in
ansiTemplatel

ansiTempate2
A byte array containing minutiae data. A template can have more than one sample.

sampleNum2
Position of sample to be matched in ansiTemplate2. It can be from 0 to (number of samples -1) in
ansiTemplate2

score
Matching score. Returned score has a value from 0 to 199.
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e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_INVALID_TEMPLATE_TYPE = Wrong template type
SGFDX_ERROR_INVALID_TEMPLATEL = Error in ansiTemplatel
SGFDX_ERROR_INVALID_TEMPLATEZ2 = Error in ansiTemplate2

4.7. Functions for ISO19794-2 Templates

public long GetlsoTemplateSizeAfterMerge(byte[] isoTemplatel, byte[] isoTemplate2, int[] size)
Calculates template size if two templates — isoTemplatel and isoTemplate2 — are merged. Use this function to
determine exact buffer size before using MergelsoTemplate().

e Parameters
isoTemplatel
A byte array containing minutiae data. A template can have more than one sample.
isoTempate2
A byte array containing minutiae data. A template can have more than one sample.
size
Template size if two templates are merged
e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_INVALID_TEMPLATE_TYPE = Wrong template type
SGFDX_ERROR_INVALID_TEMPLATE1L = Error in minTemplatel
SGFDX_ERROR_INVALID_TEMPLATE2 = Error in minTemplate2

public long MergelsoTemplate(byte[] isoTemplatel, byte[] isoTemplate2,byte[] outTemplate)

Merges two 1SO19794-2 templates and returns a new merged template. The merged template (outTemplate) size
will be less than sum of the sizes of the two input templates (size of isoTemplatel + size of isoTemplate2). Call
GetTlsoemplateSizeAfterMerge() to determine the exact buffer size for outTemplate before calling
MergelsoTemplate().

e Parameters

isoTemplatel
A byte array containing minutiae data. A template can have more than one sample.

isoTempate2
A byte array containing minutiae data. A template can have more than one sample.

outTempate
The byte array containing merged data. The buffer should be assigned by the application. To determine
the exact buffer size, call GetlsoTemplateSizeAfterMerge().

e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_INVALID_TEMPLATE_TYPE = Wrong template type
SGFDX_ERROR_INVALID_TEMPLATEZ1 = Error in minTemplatel
SGFDX_ERROR_INVALID_TEMPLATE2 = Error in minTemplate2
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public long GetlsoTemplatelnfo(byte[] isoTemplate, SGISOTemplatelnfo templatelnfo)
Gets information of an 1SO19794-2 template. Call this function before MatchlsoTemplate() to obtain information
about a template.

e Parameters
isoTemplate
1ISO19794-2 template
templatelnfo
The object that contains template information. For more information see SGISOTemplatelnfo structure.
e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_INVALID_PARAM = Invalid parameter used
SGFDX_ERROR_INVALID_TEMPLATE_TYPE = Wrong template type

public long MatchlsoTemplate(byte[] isoTemplatel, long sampleNuml, byte[]] isoTemplate2, long
sampleNum2, long seculLevel, boolean[] matched)

Compares two sets of 1ISO19794-2 templates. It returns TRUE or FALSE as a matching result (matched). Security
level (secuLevel) affects matching result. The security level may be adjusted according to the security policy required
by the user or organization.

e Parameters

isoTemplatel
A byte array containing minutiae data. A template can have more than one sample.

sampleNum1
Position of sample to be matched in isoTemplatel. It can be from 0 to (number of samples -1) in
isoTemplatel

isoTempate2
A byte array containing minutiae data. A template can have more than one sample.

sampleNum2
Position of sample to be matched in isoTemplate2. It can be from 0 to (number of samples -1) in
isoTemplate2

seculLevel
A security level as specified in SGFDxSecurityLevel by one the following nine security levels:
SL_ LOWEST, SL_LOWER, SL_LOW, SL_BELOW_NORMAL, SL_NORMAL, SL_ABOVE_NORMAL,
SL_HIGH, SL_HIGHER and SL_HIGHEST. SL_NORMAL is recommended in usual case.

matched
TRUE: Same template
FALSE: Not same template

e Return values

SGFDX_ERROR_NONE = No error

SGFDX_ERROR_INVALID_TEMPLATE_TYPE = Wrong template type

SGFDX_ERROR_INVALID_TEMPLATE1 = Error in isoTemplatel

SGFDX_ERROR_INVALID_TEMPLATE2 = Error in isoTemplate2
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public long GetlsoMatchingScore(byte[] isoTemplatel, long sampleNuml, byte[]] isoTemplate2, long
sampleNum2, int[] score)
Gets matching score.

e Parameters
isoTemplatel
A byte array containing minutiae data. A template can have more than one sample.
sampleNum1
Position of sample to be matched in isoTemplatel. It can be from 0 to (number of samples -1) in
isoTemplatel
isoTempate2
A byte array containing minutiae data. A template can have more than one sample.
sampleNum2
Position of sample to be matched in isoTemplate2. It can be from 0 to (number of samples -1) in
isoTemplate2
score
Matching score. Returned score has a value from 0 to 199.
e Return values
SGFDX_ERROR_NONE = No error
SGFDX_ERROR_INVALID_TEMPLATE_TYPE = Wrong template type
SGFDX_ERROR_INVALID_TEMPLATE1 = Error in isoTemplatel
SGFDX_ERROR_INVALID_TEMPLATE2 = Error in isoTemplate2

4.8. Other Functions

public long GetMinexVersion(long[] extractor, long[] matcher)
Gets version of MINEX Compliant algorithms used in this SDK.

e Parameters
extractor
Version of MINEX Compliant extractor (template generator)
matcher
Version of MINEX Compliant matcher (template matcher)
e Return values
SGFDX_ERROR_NONE = No error

public long WSQGetDecodedIimagesSize (int[] fingerimageOutSize, byte[] wsqlmage, int wsglmageSize)
Get the size of the RAW image contained in the WSQ image file. This function must be called before WSQDecode is
called to allocate the size needed for the fingerimageOut buffer that will be populated with the raw image.

e Parameters
fingerimageOutSize
Integer array that will be populated with the size of the WSQ image
wsqlmage
Byte array containing the WSQ image
wsglmageSize
The size of the WSQ image file
e Return values
SGFDX_ERROR_NONE = No error
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public long WSQDecode (byte[] fingerimageOut, int[] width, int[] height, int[] pixelDepth, int[] ppi, int[]
lossyFlag, byte[] wsglmage, int wsqlmageSize)

Decode the WSQ image and return the RAW image. WSQGetDecodedIimageSize() must be called first to allocate the
size needed for the fingerimageOut buffer that will be populated with the raw image.

e Parameters
fingerimageOut
Integer array that will be populated with the RAW image
width
Integer array that will be populated with the RAW image width.
height
Integer array that will be populated with the RAW image height.
pixelDepth
Integer array that will be populated with the RAW image pixelDepth. Example 8 bits per pixel.
pp!
Integer array that will be populated with the RAW image resolution. Example 500 ppi.
lossyFlag
Integer array that will be populated with the RAW image width.
wsqglmage
Byte array containing the WSQ image
wsglmageSize
The size of the WSQ image file
e Return values
SGFDX_ERROR_NONE = No error

public long WSQGetEncodedlmageSize (int[] wsqlmageOutSize, float wsqBitRate, byte[] fingerimage, int
width, int height, int pixelDepth, int ppi)

Get the size of the compressed WSQ image that will be returned when the RAW image file is compressed. This
function must be called before WSQEncode() is called to allocate the size needed for the wsqlmageOut buffer that
will be populated with the raw image..

e Parameters
wsglmageOutSize
Integer array that will be populated with the size of the WSQ image

wsqBitRate

Compression bitrate to be used. Either BITRATE_5_TO_1 or BITRATE_15_TO_1.
fingerimage

Byte array containing a RAW fingerprint image
width

Width of the RAW image in pixels.
height

Height of the RAW image in pixels.
pixelDepth

Pixel depth of the image. Example - 8 bits per pixel.
pp!

Image resolution.
e Return values
SGFDX_ERROR_NONE = No error
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public long WSQEncode (byte[] wsglmageOut, float wsgBitRate, byte[] fingerimage, int width, int height, int
pixelDepth, int ppi)
Get the size of the compressed WSQ image that will be returned when the RAW image file is compressed. This
function must be called before WSQEncode() is called to allocate the size needed for the wsglmageOut buffer that
will be populated with the raw image.
e Parameters
wsqglmageOut
Integer array that will be populated with the WSQ image
wsqBitRate
Compression bitrate to be used. Either BITRATE_5_TO_1 or BITRATE_15 TO_1.
fingerimage
Byte array containing a RAW fingerprint image

width
Width of the RAW image in pixels.
height
Height of the RAW image in pixels.
pixelDepth
Pixel depth of the image. Example - 8 bits per pixel.
pp!

Image resolution.
e Return values
SGFDX_ERROR_NONE = No error
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Chapter 5. Class Reference

5.1. Java Documentation

Refer to the “doc” folder in this SDK release for the complete JavaDoc class reference.

B SecuGen.FDxSDKProjni X< 4

& > O | ey
JSGFPLib

SGANSITemplatelnfo
SGDevicelnfoParam
SGDevicelist
SGFDxConstant
SGFDxDeviceName
SGFDxEmorCode
SGFDxSecurityLevel
SGFDxTemplateFormat
SGFingerinfo
SGFingerPosition
SGImpressionType
S5GISOTemplatelnfo
SGPPPortAddr
SGWSsQaLb

PACKAGE CLASS TREE DEPRECATED INDEX HELP

PREV PACKAGE NEXT PACKAGE

Class

JSGFPLib

SGANSITemplatelnfo
SGDevicelnfoParam

SGDeviceList

SGFDxConstant
SGFDxDeviceName
SGFDxErrorCode
SGFDxSecurityLevel
SGFDxTemplateFormat
SGFingerinfo

SGFingerPosition
SGImpressionType

5GIS0Templatelnfo

dk_pro_for_java/rel

¥ |

FRAMES NO FRAMES

Package SecuGen.FDxSDKPro.jni

Description
This class is the main entrypoint to the SecuGen deviee and algorithm functionality.

This class is used to retrieve the header information for all fingerprint samples in an ANSI378
template.

This class is used as a parameter to get device information from the attached SecuGen fingerprint
Sensor.

This class contains general purpose constants that are used by the SecuGen.FDxSDKPro package.
This class contains static values for SecuGen fingerprint device classes.

This class contains static values for SecuGen FDx SDK Pro Error messages.

This class contains security level constants that are used by the SecuGen. FDxSDKPro package.
This class contains fingerprint template types used by the SecuGen. FDxSDK jni package.

This class contains information about a fingerprint sample in an ANSI378 or 15019794 template.

This class contains fingerprint finger position constants that are used by the
SecuGen. FDxSDKPro.jni package.

This class contains fingerprint impression type constants that are used by the
SecuGen. FDxSDKPro.jni package.

This class is used to retrieve the header information for all fingerprint samples in an IS019794

oranladbo
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Chapter 6. Constants

6.1. SGFDxDeviceName

Device Name Value Description
SG_DEV_UNKNOWN 0 Not determined
SG_DEV_FDUO03 0x04 FDUO3 or SDU03-based reader
SG_DEV_FDU04 0x05 FDUO4 or SDUO4-based reader
SG_DEV_FDUO05 0x06 FDUO05/U20-based reader
SG_DEV_AUTO OxFF Auto Detect

6.2. SGFDxSecurityLevel

Security Level Value Description
SL_NONE 0 No Security
SL_LOWEST 1 Lowest
SL_LOWER 2 Lower
SL_LOW 3 Low
SL_BELOW_NORMAL 4 Below normal
SL_NORMAL 5 Normal
SL_ABOVE_NORMAL 6 Above normal
SL_HIGH 7 High
SL_HIGHER 8 Higher
SL_HIGHEST 9 Highest

6.3. SGFDxTemplateFormat

Template Format Value Description
TEMPLATE_FORMAT_ANSI378 0x0100 ANSI INCITS 378-2004 format
TEMPLATE_FORMAT_SG400 0x0200 SecuGen proprietary format
TEMPLATE_FORMAT_1S0O19794 0x0300 ISO/IEC 19794-2:2005 format

6.4. SGImpressionType

Security Level Value Description
SG_IMPTYPE_LP 0x00 Live-scan plain
SG_IMPTYPE_LR 0x01 Live-scan rolled
SG_IMPTYPE_NP 0x02 Non-live-scan plain
SG_IMPTYPE_NR 0x03 Non-live-scan rolled
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6.5. SGFingerPosition

Security Level Value Description
SG_FINGPOS_UK 0x00 Unknown finger
SG_FINGPOS_RT 0x01 Right thumb
SG_FINGPOS_RI 0x02 Right index finger
SG_FINGPOS_RM 0x03 Right middle finger
SG_FINGPOS_RR 0x04 Right ring finger
SG_FINGPOS_RL 0x05 Right little finger
SG_FINGPOS_LT 0x06 Left thumb
SG_FINGPOS_LlI 0x07 Left index finger
SG_FINGPOS_LM 0x08 Left middle finger
SG_FINGPOS_LR 0x09 Left ring finger
SG_FINGPOS_LL O0x0A Left little finger

6.6. SGFDxErrorCode

Error Code Value Description

General Error Codes

SGFDX_ERROR_NONE 0 No error
SGFDX_ERROR_CREATION_FAILED 1 JSGFPLib object creation failed
SGFDX_ERROR_FUNCTION_FAILED Function call failed
SGFDX_ERROR_INVALID_PARAM Invalid parameter used
SGFDX_ERROR_NOT_USED Not used function
SGFDX_ERROR_DLLLOAD_FAILED DLL loading failed
SGFDX_ERROR_DLLLOAD_FAILED_DRV Device driver loading failed
SGFDX_ERROR_DLLLOAD_FAILED_ALGO Algorithm DLL loading failed

~NOoO O~ WN

Device Driver Error Codes

SGFDX_ERROR_SYSLOAD_FAILED 51 Cannot find driver sys file
SGFDX_ERROR_INITIALIZE_FAILED 52 Chip initialization failed
SGFDX_ERROR_LINE_DROPPED 53 Image data lost
SGFDX_ERROR_TIME_OUT 54 GetlmageEx() timeout
SGFDX_ERROR_DEVICE_NOT_FOUND 55 Device not found
SGFDX_ERROR_DRVLOAD_FAILED 56 Driver file load failed
SGFDX_ERROR_WRONG_IMAGE 57 Wrong image
SGFDX_ERROR_LACK_OF_BANDWIDTH 58 Lack of USB bandwidth
SGFDX_ERROR_DEV_ALREADY_OPEN 59 Device is already opened
SGFDX_ERROR_GETSN_FAILED 60 Serial number does not exist
SGFDX_ERROR_UNSUPPORTED_DEV 61 Unsupported device

Extract & Matching Error Codes

SGFDX_ERROR_FEAT_NUMBER 101 Inadequate number of minutiae
SGFDX_ERROR_INVALID_TEMPLATE_TYPE 102 Wrong template type
SGFDX_ERROR_INVALID_TEMPLATEL 103 Error in decoding template 1
SGFDX_ERROR_INVALID_TEMPLATE2 104 Error in decoding template 2
SGFDX_ERROR_EXTRACT_FAIL 105 Extraction failed
SGFDX_ERROR_MATCH_FAIL 106 Matching failed

6.7. SGFDxConstant

o DEV_SN_LEN 15 /I Device serial number length.
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Chapter 7. Sample Applications

After installing the hardware and software, it is recommended that all components be checked to verify that they are
working properly. The included sample applications can be used for this purpose

7.1. JSGD - Hardware Test Program

The SecuGen Device Diagnostic Utility program (JSGD.class) is located in the FDxSDK.jar archive. This
program scans fingerprint images and also performs fingerprint registration and verification. If this program fails to
capture a fingerprint image, the system is not configured correctly.

1. Launch a command prompt.
2. cd<FDx SDK FOR JAVA INSTALL DIR>

3. Type run_JSGD.bat and then Enter. The following command can also be used:
java -cp ".;Absolutelayout.jar;FDxSDKPro.jar" SecuGen.FDxSDKPro.samples.JSGD
4. Click Initialize to initialize the reader. The result of initialization (success or failure) will be displayed in the

status bar at the bottom left of the screen. If initialization fails, check the device connection and repeat the
above steps.

|| JSGD Java Sample M

Device Name ’AUTO ‘ - |

J‘ Image [ Register/Verify | Device Info [

‘ Initialize ’ ' Toggle LED ‘ ’ Capture 1 ’ Config l
; O i i T USB Device
e ~mce i
i e |auTo_peTECT M

Image Quality
=

L L 1

. 0 10 20 30 40 50 60 70 80 90100

Timeout (seconds)

=
L - .

l3'1 2 3 4 5 6 7 8 9 10

}getlmage() Success [0] Image Quality [83]
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If initialization is successful, place your finger on the fingerprint reader, and click Capture. The fingerprint image
should be displayed if your reader is working properly.

7.2. JFPLib Test Program

The JSGFPLibTest program demonstrates all of the functionality included in FDx SDK Pro for Java.
1. Launch a command prompt.
2. cd<FDx_ SDK FOR JAVA INSTALL DIR>

3. Type run_jsgfplibtest.bat and then Enter.

B Administrator: Visual Studio 2008 Command Prompt - run_JSGFPLibTest

C:~workspacescodestrunkswindowssfdx_sdk_pro_for_javarrun_JSGFFLihTest

G :~workspacescodestrunkswindows fdx_sdk_pro_for_java*java —cp ".:FDxSDEPro.jar"
GecuGen . FDx&8DKPro.zamples . JEGFPLibTest

GHHE I R
SecuGen FDx SDK Pro for Java
JSGFPLibh JHI Library Test Program
f i gt

Instantiate JSGFPLibh Ohject

SecuGen JSGFPLib version: 1.8.8.8

Call Init{SGFDxDeviceName . 8G_DEU_AUTO>

Init returned : [@]

Call OpenDevice (SGPPPortAdder.AUTO_DETECT >

DpenDevice returned : [A]

Call GetLastErrowr<>

GetLastError returned : [A]

Call GetDevicelnfo<2>

GetDevicelnfo returned : [A]
devicelnfo.DeviceSH: [UIPABP22G18528 1
devicelnfo.Brightness: [58]
devicelnfo.ComPort: [@1]
devicelnfo.ComSpeed: [al
devicelnfo.Contrast: [181]
devicelnfo.DevicelD: [@1l
devicelnfo.Fillersion: [4116]
devicelnfo.Gain: [481
devicelnfo.ImageDPI: [5881
devicelnfo.ImageHeight: [308A1]
devicelnfo.ImageWidth: [268]

Press <{Enter> to turn fingerprint sensor LEDs on
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Chapter 8. Signed Applet and Web Browser
Integration

8.1. Install the FDx SDK Pro for Java Runtime Library

Windows 7 32bit: Copy jnifplib\win32\jnisgfplib.dll to C:\windows\system32

Windows 7 64bit: Copy jnifplib\win32\jnisgfplib.dll to C:\Windows\SysWOW64
Copy jnifplib\x64\jnisgfplib.dll to C:\Windows\system32

8.2. Generate a Digital Certificate and Key Pair (GENKEY.BAT)

keytool -genkey -alias demokey -keypass demopassword -keystore demokeystore -storepass
demopassword

BEm Adrministrator: Visu

C:~workspaces~codestrunkswindowssfdx_sdk_pro_for_javasFDx_SDK_Pro_for_Java_1_3>ge
nkey

C:wworkspaces~codestrunk windowssfdx_sdk_pro_for_java~FDx_SDK_Pro_for_Java_1_3>ke
ytool —genkey —alias demokey —keypass demopassword —keystore demokeystore —store
pass demopassword
hat iz yvour first and last name?
[Unknownl: Dan Rilewy
hat iz the name of vour organizational wunit?
[Unknownl: Engineering
hat iz the name of your organization?
[Unknownl: SecuGen
What iz the name of your City or Locality?
[Unknownl: Santa Clara
llhat is the name of your State or Province?
[Unknownl:z: CA
lhat is the two-letter country code for this unit?
[Unknownl:z US
Is CH=Dan Rilevw. OU=Engineering, 0=S8ecuGen. L=%anta Clara, ST=CA. C=US correct?
[nel: yes

C:~workspace~codestrunkswindowssfdx_sdk_pro_for_java“FDx_SDK_Pro_for_Java_1_3>_

8.3. Build a Signed JAR File (BUILDSIGNEDAPPLET.BAT)

del AppletDemo.jar

jar xvf FDxSDKPro.jar

jar xvf Absolutelayout.jar

javac -deprecation applet\*.java

jar cvf AppletDemo.jar SecuGen\FDxSDKPro\jni\*.class applet\*.class org\netbeans\lib\awtextra\*.*
jarsigner -keystore demokeystore -storepass demopassword -keypass demopassword AppletDemo.jar
demokey
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B Administrator: Visual Studio 2008 Command Prompt - - |2|E|—z—hj

C:sworkspacescodestrunkswindowssfdx_sdk_pro_for_javasFDx_SDK_FPro_for Java_ 1_3>ja
vac —deprecation applets*.java

C:sworkspacescodestrunkswindowssfdx_sdk_pro_for_javasFDx_SDK_Pro_for_Java_1_3>ja
r cuf AppletDemo.jar SecuGen“FDxSDKPro“jnivw*.class applets*_.class orgwnetbeanssl
ibhautextrah*_ =

added manifest

§dding: SecuGen-FDx5DKEPro-jni JS5GFPLib.class{in = 2988> <Cout= 1532><(def lated 47x

adding:_SecuGen/FDxSDRPPu/jni/SGHHSITemplateInfD.class(in = (678> Cout= 4663C{defl
gﬁsgn3?f§ecuﬂen/FDxSDHPru/jni/SGGallBackFunctiun.class(in 3A5> {out= 2473<{defl
gﬁsgnégféecuﬂen/FDxSDHPPu/jni/SGDeuiceInfuParam.class(in = 1578 <{out= 813>{defl
:E;gnggA%ecuGen/FDxEDHPru/jni/SGDeuiceList.class(in = 1713 <out= ?423{deflated
gg;ing: SecuGen/FDxS8DKPro/jni SGFDxConstant .class<in = 283> <{out= 22%9){def lated
;géipg: SecuGen-FDx5DKEPro-jni SGFDxDeviceMane.classCin = 491> Cout= 3B2)C(def late
gdﬁﬁ;;: SecuGen-FDx5DKEPro-jni -SGFDxErrorCode.class<in = 1597>» Cout= 66B)Cdef late
gdﬁﬁ:;:_SecuGen/FDxSDRPPu/jni/SGFDxSecurityLeuel.class(in = (22 Cout= 351>{defl
:Esgn;?Aéecuﬂen/FDxSDHPru/jni/SGFDxTemplateFurnat.class(in = 398> {out= 287>{def
Lot 27§zcuﬂen/FDxSDHPru/jni/SGFingerInfﬂ.class(in = 376> <out= 28%?>{deflated 2

SecuGen/FDx8DKPro/jni SGFingerPosition.class{in = 659> {out= 334>{deflat
SecuGen-FDxS8DKEPro/jni SGImprezzionType.classCin = 488 Cout= 267?>(def lat
SecuGen-FDx5DKEPro-jni SGIS0Templatelnfo.class(in = 676> C(out= 465>(defla
SecuGen FDxEDKPro/jni SGPPPortAddr.class<in = 422 Cout= 292)><{deflated 3

applet/JSGDApplettl .class<in = 668%) {out= 37?3>{deflated 38x>
applet/JSGDApplet51B.class{in = 686> {out= 375>{deflated 38x>
applet/J8GDApplettil.class{in = 687> {out= 374>{deflated 38:x>
applet/JSGDApplets2 .class{in 605> <out= 371>C(deflated 38>
applet/JSGDApplets3 . classCin 685> {out= I7@><{deflated IBx>
applet JS8GDApplets4.class<in 685> (out= 371>{deflated 3IBx>
applet/JSGDAppletsS . class{in 6A5> (out= 372>{deflated IBx>
applet/JSGDAppletst.class<in 685> (out= 373>{deflated IBx>
applet/J5GDApPplets?.class<in 605> C(out= 373>Cdeflated IBx>
applet/JSGDApplett8.classCin 685> (out= 3I72>{deflated IBx>
applet/J5GDApplets? ..class{in 605> <out= 372>C(deflated 38Bx>
applet/JSGDApplet .classCin = 268889> (out= 9861>{def lated 5S6x)
I orgsnetheansslibrsavtextrasAbsoluteConstraints.class<in = 15%85) {out= Bi4
»def lated 48:x>
adding: orgsnetbeans/libr/avtextrasAbsolutelavout.classdin = 2687> {(out= 1298>{de
flated 581>

C:wworkspace~codes~trunkswindows~fdx_sdk_pro_for_java~FDx_SDK_Pro_for_Java_1_3>
C:sworkspacescodestrunkswindowssfdx_sdk_pro_for_javasFDx_SDK_Pro_for_Java_1_3>
C:~workspaces~codestrunkswindowssfdx_sdk_pro_for_java FDx_SDK_Pro_for_Java_1_3>ja
r=igner —keystore demokeystore —storepass demopassword —keypass demopassword App
letDemo. jar demokey

Warning:
The signer certificate will expire within zix months.

C:workspace~codestrunkswindowssfdx_sdk_pro_for_java FDx_SDK_Pro_for_Java_1_3>_
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8.4. Export the Certificate (EXPORTCERT.BAT)

Chapter 8. Signed Applet and Web Browser Integration

keytool -export -alias demokey -storepass demopassword -keystore demokeystore -file democert.csr

portcert

BN Administrator Visual Studio 2008 Command Prompt

in file <{democert.csp>

T e e

C:sworkspacescodestrunkswindowssfdx_sdk_pro_for_javas~FDx_SDK_Pro_for_Java_1_3>
C:“workspaces~codestrunkswindowssfdx_sdk_pro_for_java“FDx_SDK_Pro_for_Java_1_3>
C:sworkspacescodestrunkswindowssfdx_sdk_pro_for_java“FDx_SDK_Pro_for_Java_1_3rex

C:suorkspacescodestrunkswindowssfdx_sdk_pro_for_javasFDx_SDK_Pro_for_Java_ 1_3>ke
vtool —export —alias demokey —storepass demopassword —keystore demokeystore —fil
e democert.csr

Certificate stored
C:sworkspacescode“trunkswindows fdx_sdk_pro_for_java“FDx_SDK_FPro_for_Java_1_3>

)

8.5. Import the Certificate into Java Plug-In

|L;;| v Control Panel » All Control Panel ltems »

- | +4 | | Search Control Panel

¥ Action Center

Wb Backup and Restore
B Credential Manager
[ Desktop Gadgets
B Display

i Folder Options

¥ HomeGroup

€ Internet Options

¥ Location and Other Sensors

e
er

Network and Sharing Center
Parental Controls

Phone and Modem

% i G |

Recovery
Lﬂ Software Updates
l'i) Sync Center
# Troubleshooting
B Windows CardSpace
@ Windows Live Language Setting

Adjust your computer's settings

+] Administrative Tools
2| Biometric Devices
Date and Time
g=x Device Manager
@ Ease of Access Center
A Fonts
¢ Indexing Options
| £ Java
P Mail
B Motification Area Icons
B Performance Information and Tools
% Power Options
& Region and Language
% Sound
B4 System
$2, User Accounts
&8 Windows Defender

:@ Windows Mobility Center

View by:  Small icons ~

mgd AutoPlay

KA Color Management
@’ Default Programs
5 Devices and Printers
Flash Player

4 Getting Started
E! Intel(R) GMA Driver for Mobile
&2 Keyboard

¥ Mouse
@ oDBC

& personalization
[& Programs and Features

®3 RemoteApp and Desktop Connections
& Speech Recognition
\nle Taskbar and Start Menu

£ Windows Anytime Upgrade
ﬁ' Windows Firewall

=] Windows Update

Launch the Java Control Panel applet and select the Security tab.
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d - " T— R
& Java Control Panel g B
| ———————.
General I Update I Java | Security | .hduanoedl
[ Certificates
Use certificates to positively identify yourself, certifications, authorities, and
publishers.
P
I
[
o] oo ) [ o
b -

Click the “Certificates” button and then click “Import.”

i N
Certificates - u

e ——— . i — e
Certificate type: [Trusted teriificates - ]
User | System
Issued To Issued By
({1 <= epvid KeepVid -~
Bladkboard Inc Thawte Code Signing CA
JavaF¥ Runtime Object Signing CA

Import ][ Export ][ Remove ][ Details ]
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Browse to the DEMOCERT.CSR certificate exported above and click “Open.”

r B _ B B
£ Open ———?——- =
Lock in: [ | release '] ¥ E-ﬂ
- | applet
.r;-} L doc
RecentItems | Jnisgfplib
. META-INF
I . . org |
-' 1. SecuGen

Desktop

. My Documents

Computer
@ File name: |dernocert.csr | l Qpen l
Metwork Cancel

Files of type: | Certificate Files (.csr, .p12) -

The certificate is now installed in the JRE.

il N
Certificates - u
- —— . i — e
Certificate type:  Trusted Certificates ]
User | System
Issued To Issued By
keepVid kKeepVid -~
Bladkboard Inc Thawte Code Signing CA
JavaF¥ Runtime Object Signing CA
java Duke java Duke
| |
I8
Import ] [ Export ] [ Remove ] | Detals |
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8.6. Open the Applet Demo HTML File

JSGDAppletDemo.html

<html>

<head>

<title>

JSGD Applet Demo

</title>

</head>

<body>

<center>

<applet
code = "applet.JSGDApplet.class"
name = "JSGDApplet"
archive = "AppletDemo.jar"
width = "550"
height = "550"
hspace = "o"
vspace = "o"
align = "middle"

>

</applet>

</center>

</body>

</html>
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8.7. Mozilla FireFox Browser

1. Verify that the latest version of Java is installed. (JRE v8u65 and JDK v8u65)

|| Java Uninstall Tool X

€ B '@ wwwjava.com/en/download/uninstallappletjsp

"B U ¥ A e

Java Versions on Your Computer

You have the recommended Java installed
Version 8 Update 65

Out-of-date versions of Java were found and should be
uninstalled:

X Java 8 Update 40

X Java & Update 40 (64-bif)

X Java & Update 51

8 Update 51 (64-bit)

) 6 Update 45 (64-bit) not public

Uninstall Selected Versions Cancel

Uninstall Not Needed for these Versions Now
Java 8 Update 65 currently in use, secure

Note: Uninstalling out-of-date versions of Java may cause some older Java
applications to no longer run. More information

Learn more about the Java Uninstall tool

Select Lanquage | About Java | Support | Developers | Feedback
Privacy

Terms of Use | Trademarks | Disclaimer

ORACLE
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2. Ensure that SecuGen devices drivers are correctly installed.

Eile  Action View Help

o= T B H=Z 8 F%S

4 = DELL-WING-X64
[ ﬂ Audio inputs and outputs
a @ Biometric devices
@ SecuGen fingerprint de\.ricel

> M Computer

[» g Disk drives

i B Display adapters

I+ 4 DVD/CD-ROM drives

I» % Human Interface Devices
|» g IDE ATAfATAPI controllers
[» &= Keyboards

[ ﬂ Mice and other pointing devices
3 E_l Monitors

[ g Network adapters

|» B Portable Devices

1> 73 Ports (COM & LPT)

3 @ Print queues

A R Processors

[» &8 Sensors

3 E Senart card readers

i+ | Software devices

[ lq Sound, video and game controllers
3 c— Sterage controllers

> (M System devices

;> B Thrive Tablet

. @ llnivercal Serial Rue cantrallers
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3. Download and install the latest version of Mozilla Firefox. (Version 42)

@ More protection. The mos... X

@ Mozilla Foundation (US) | https://www.mozilla.org/en-US firefox/42.0firstrun/leammore/

mozilla

More protection.
The most privacy.
Only from Firefox.

Try the new Private Browsing

@ Firefox automatically sends some data to Mozilla so that we can improve your experience.

Firefox

42.0

Firefox is up to date

Firefox is designed by Mozilla, a global community working
together to keep the Web open, public and accessible to all.

Want to help? Make a donation or get involved!

Licensing Information End-User Rights Privacy Policy

Firefiox and the Firefox logos
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4. Open JSGDAppetDemo.html with Mozilla Firefox

T 1)« code » trunk b windows b fdx_sdk_pro_for_java » release » v & Search release el
Organize * MNew folder =~ H @
3 Homegroup ~ Mame - Date modified Type *
#& OneDrive for Business
| applet 472472015 430 PM Filefo
L doc 4/24/2015 449 PM Filefo
*§ Homegroup L jnisgfplib 472472015 430 PM Filefo
/8 This pC @J Absolutelayout.jar 6/18/2013 4:36 PM Execu
build_samples.bat 6/18/2013 438 PM Wind
H_ Desktop buildsignedapplet.bat 6/18/2013 456 PM  Wind:
£J Documents exportcert.bat 6/18/2013 456 PM Wind:
s D(.)wn\oads X extract_samples.bat 6/18/2013 456 PM  Wind:
m dnle_f,' (dell-win3-64) E FDx SDK Pro Programming Manual (Java)... 6/18/2013 458 PM Adob:
“ MUSIC @J FD¥SDKPro jar 472472015 449 PM Bxecu
- P!cturas genkey.bat 6/18/2013 456 PM  Windc
,‘ Videos | € J5GDAppletDemo.html 6/18/2013 458 PM  Chror
: ;Sg(i:ZEring (VI0.1.0.30) (B4 Izl [t_ex.raw 4724720154353 PM RAWI
|| t1.ansi378 472472015 453 PM ANSI3 w
-~ i S >
File name: | 1S6DAppletDemo.html v| |ANFiles ¢ vl
| Open | | Cancel |

5. If you get the following error, go to Control panel and open the Java control panel app.

Application Blocked by Java Security {0]

For security, applications must now meet the requirements for the High or Very High security
settings, or be part of the Exception Site List, to be allowed to run,

Maore Information

Reason: Your security settings have blocked a self-signed application from running
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4 [ » Control Panel » All Control Panel ftems

Adjust your computer's settings

B9 Add features to Windows 8.1

Administrative Tools

Chapter 8. Signed Applet and Web Browser Integration

X

v & Search Co.. B

Viewby: Smallicons ¥

€ Akamai NetSession Interface Control...

6.

7.

¥ Action Center

[5@ AutoPlay
Default Programs.

9 Date and Time
= Display

Bl Color Management Credential Manager

&8 Device Manager 53 Devices and Printers

(@ Ease of Access Center & Family Safety (€8 File History Flash Player (32-bit)
Folder Options JA Fonts & HomeGroup & Indexing Options

@ Intel® Rapid Storage Technology Intemet Options (2] 1ava €3 Keyboard

€5 Language Location Settings 1Y s & Mouse

EE Network and Sharing Center D3 Notification Area Icons 1 P 5] Phone and Modem

3B Power Options [l Programs and Features = Realtek HD Audio Manager & Recovery

@ Region %3 RemoteApp and Desktop Connections  § Sound & Speech Recogrition

& Storage Spaces @® Sync Center 18 System Taskbar and Navigation
Troubleshooting 82, User Accounts 8 Windows Defender WP Windows Firewall

% Windows Update B Work Folders

Click on the Security tab.

Click Edit Site List.

| General I Update I Jaual Security | Advanced

Enable Java content in the browser

Security level for applications not on the Exception Site list

() Very High
Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

{®) High
Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompis.

Click Edit Site List...

o add items to this list.

Edit Site List...

Restore Security Prompis | | Manage Certificates... |

oK | | Cancel Apply
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8. Add the FILE URL path for your local test HTML file. You may need to do this also for the URL of the server
hosted version.

Applications launched fram the sites listed below will be allowed to run after the appropriate security
prompts.

Location

U-lhl le: fffC: fworkspace fcode ftrunk fwindows (fdx_sdk_pro_for_java/release15GDAppletDemo. html

Add | | Remove

Uy FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

| | Cancel

9. Close Firefox and then relaunch. You will see a greyed applet area with a link to “Activate Java.”

JSGD Applet Demo

X )

€ W@ files//Cworkspace/codeftrunk/windows/fx_sdk_pro_for_java/release/ISGDAppletDemo.html

C || Q Search

wBe 9 ¥+ a9

Activate Java.

@ Firefoxautomatically sends some data to Mozilla so that we can improve your experience.

Choose What | Share |
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10. Click “Activate Java” and authorize the applet.

156D Applet Demo

€ )@ filersc

rkspa de/trunk/wind

fdx_sdk_pro_for_java/relea

*x

Allow file:///C:/workspace/code/trunk/windows

Sfdsdk_pro.for_java/release/ISGDAppletDema htm!
to run “Java"? Leam More...

Allow Now

Allow and Remember

@ Firefox automatically sends some data to Mozilla so that we can improve your experience.

SGDARpletDeme. html

Chapter 8. Signed Applet and Web Browser Integration

@ || Q search

wBe 9 34 40

Choose What | Share |
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11. The Java applet is now running on Mozilla Firefox.

x
J5GD Applet Demo X
] d file:/// Ci/workspace/ code/trunk/windows/fdx_sdk_pro_for_java/release/ISGDAppletDe —  C' Q, Search ﬁ E ‘ ﬁ 9 =
Device Name |AUTO |v‘
Image | RegisterNerffy | Device Info |
‘ Initialize | ‘ Toggle LED | ‘ Capture| | ‘ Config |

T
4eva 7, £
G

|GetlmageEx{) Success [0] Image Quality [83]
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