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User Manual for BioEnable FP VDM Version 1.3.2 (August 2015)
User manual Version 1.0.5.

Specifications are subject to change without prior notice.
BioEnable Technologies assumes no liability for maloperation or improper use of products.

All other trademarks, brands and names are the property of their respective owners and are
protected by US and international copyright and trademark laws.

No portion of this guide may be reproduced in any form or by any means without the express
written permission of BioEnable Technologies.

© Copyright 2015, BioEnable Technologies. All rights reserved.
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Overview

This guide provides procedures for the installation of software and hardware components
necessary for operating BioEnable’s VDM software for UID.

BioEnable’s VDM software supports DactyScan84c device. It is compliant with the
“Aadhaar Biometric Capture Device API” standard. The following features are

Provided:

* Supports the DactyScan84c fingerprint scanner by allowing capture of the right four
fingers, left four fingers, and two thumbs. Each fingerprint image is sized up to 1600 x
1500 pixels.

* Runs as a Windows service without user intervention
¢ Provides auto-detection of device connection and disconnection
* Supports both Windows XP, Windows Vista and Windows 7,Windows 8.1
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1. Prerequisite:
The software, which includes Drivers and VDM, was designed for UID India.

Operating System
- Windows 2000® SP3
- Windows XP® SP1(32bit)
- Windows Vista/7 32-bit/64-Bit, Windows 8.1 32/64-Bit
Hardware requirements
- Processor: Pentium IV @ 2,8 GHz or better, recommended Intel® Core™?2 Duo
@1.8 GHz or better
- Memory Size: 512MB or more
- Interface to Scanner (i.e., USB) : 2.0 (high Speed)
- Rated FSB (effective speed in bits/second of the Front Side Bus) : 800 Mhz
- Memory Speed 1 (FSB:DRAM ratio) 200 Mhz , recommended : 233 Mhz
- Memory Speed 2 (RAM Test Speed) 2m 27s,
Biometric Hardware

The VDM and other required software are developed to work with Following Hardware

- DactyScan84c
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2. Driver Installation:
Before installation of the devices, keep these things in mind:

® Do not connect DactyScan84c fingerprint device before or during the driver
installation.

For installing driver setup for first time, follow these steps:
Browse the CD or provided setup files to get the 2. Drivers” folder, then go to

“x86” folder for 32 bit system and “x64”’ folder for 64 bit and run the appropriate .exe to
install the drivers.

The driver will ask to install “Green bit universal driver”, select yes, and follow the
default steps.

Normal users should follow the default (standard) setup of the installation script. Only
experienced users should select custom setup.

Running the setup will require administrator privileges.
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1. Start the Driver Setup. Click on “Next” button. (See below snapshot)

ﬁl Setup - Green Bit Universal Driver IE' [=] @

Welcome to the Green Bit
Universal Driver Setup Wizard

This will install Green Bit Universal Driver 2,41 on vour
compuker,

It is recommended that vou cose all other applications before
continuing.

Click Mext bo continue, or Cancel to exit Setup.

Mext = | Cancel
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2. Accept the License Agreement.

ﬁ! Setup - Green Bit Universal Driver

License Agreement
Please read the Following important information before continuing,

Please read the Following License Agreement. You must accept the terms of this
agreement before continuing with the installation,

SOFTWARE LICEMSE AGREEMEMT -

The information enclosed in this installation (" Software") are

property of Green Bit S.p.A. ("Owner'™ and are copyright protected.
The Crwher provides a non exclusive license according o the terms

of this agreement. If you do not agree 1o the terms of this

agreement, promptly return within seven (7 days the Software to

the Cwner in the original package. Together, with all the
accompanying items (ncluding writhen materials and binders or i

I do not accept the agreement

< Back |[ [ek = ]| Cancel

3. Driver will ask confirmation before starting installation so click here on ‘“Install”
button. (See below snapshot).

ﬁ%‘ Setup - Green Bit Universal Driver

Ready to Install

Setup is now ready ko begin installing Green Bit Universal Driver on your
compuker.

Click Install to continue with the installation,

| < Back || Install || Cancel |
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4. Wait for current process to complete. (See below snapshot).

Installing

Finishing installation. ..

ﬁl Setup - Green Bit Universal Driver

Please wait while Setup installs Green Bit Universal Driver on vour computer,

fo] ® (=]

Cancel

5. Click “Finish” to complete the universal driver setup on following window.

ﬁ?}’ Setup - Green Bit Universal Driver

Completing the Green Bit
Universal Driver Setup Wizard

Setup has finished instaling Green Bit Universal Driver on your

compuker.

Click Finish to exit Setup.

=] = | &=
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We can see the driver install location. (Go to, START- Control Panel=>Device
Manager) and select “Green Bit USB devices”, double-click on the same we will get
sub-option “Green Bit DS-84” Right-click on the same and then click on
“Properties”. (See below snapshot)

Green Bit '5-84 Properties

General | Diirver | Detailsl

GQ i [reen Bit DS-84

2l

|L0cati0n 0 {BinEnable Technologies BioScan10 FiWw 3.2)l

Dievice type: Green Bit USE devices
Manufacturer: Green Bit S.p.A.
Location: Location 0 [BioE nable Technologies BioScan
i Device status
This device is working properly. j
If you are having problems with this device, click Troubleshoot to
start the troubleshoater,
I
Troubleshaoat...
Device Lsage:
1)z thiz device [enable) j
ar | Cancel |
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3. VDM Installation:

Browse the CD or provided setup files to get to “BioEnable FP VDM folder, and run the
appropriate Setup.exe and install the VDM by following standard/ default options

provided.

Running this setup will require Administrator privileges.

GO to “3. VDM Setup \ x86” folder and then run “Setup.exe”.

1. Start the setup by double-clicks on “Setup.exe’.

i& BioEnable_FP_VDM_For_AADHAAR

Welcome to the
BioEnable_ FP_VDOM_For_AADHAAR Setup Wiz...

The inztaller will guide vou through the steps required to install BioEnable FF_WDik_For_adaDHA8F
ar wour computer.

WARMING: Thiz computer program iz protected by copyright lave and international treaties.
Unauthaorized duplication or distribution of this program. or any partion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the maximum extent possible under the lava.
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2. Select “Everyone” for the following screen.

iz BioEnable_ FP_VDM_For_AADHAAR

Select Installation Folder

The installer will install BioEnable FP_%DM_For_AADHAMAR to the following folder.

Tovinstall i this folder. click "MNest". To install to a different folder. enter it below or click "Browse'.

Folder:

C:%Program Files“EioEnable TechnologiessBioEnable_FP_WDib_For_. Browse...

Install BioEnable_FP_WDM_For_aaDHASR for yourself, or for anyone who wuses this computer:

0 dust me

Cancel ] [ < Back ] I et = l

3. After clicking on “Next” button on above screen, wait for current process to complete.

i% BioEnable_FP_VDM_For_AADHAAR

Installing ~
BiocEnable_FP_VDM_For_AADHAAR .%“5__ "

BioEnable_FFP_DiM_For_AADHAAR i being installed.

Please wait...

Cancel
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4. Click “Close” button to complete the VDM installation.

i BioEnable_FP_VDM_For_AADHAAR

Installation Complete gz

BioEnable_FP_*%Dik_For_aaDHAAR has been succezsfully inztalled.

Click "Cloze" to exit.

Flease use Wwindows Update to check for any critical updates to the .NET Framework.

Close

-Once the installation is complete, you can see the entry under Services Listing for
“BioEnable FP VDM?”, as shown below.

*4 Services
File  Action ‘Wiew Help

[m| B @ I
% Services (Local)

*% Services (Local)

BioEnable_FP_VYDM Mame Description Skatus Startup Type Log ©n As -~

Stop the service
Restart the service

Description:
¥DM For BioScan10

nable_FP_YDM VDM For Bi...  Started Automatic

\ Extended A Standard

-The service is installed as Automatic, after every restart of the computer, the service will
start automatically.
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- The Installer will create Shortcuts in Program Menu, as shown below

-----

BioEnableFptydmCons

all Programs B

@ BioEnable

BinEnableYDMConfigurationtanager

ﬁ| Log OFf |‘6| Turn OFf Computer
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4. Quick Start Guide:

Go to All programs -> BioEnable-> BioEnableVDMConfigurationManager.

Za. Aadhaar Enrolment

BioEnableFpydmCon e

|4

All Programs .

‘C:\Users\ﬂ and Dripconfig

Windows IP Conf iguration

‘Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Link=local TPuf Adderess A
IPvd4 fAiddress. . . . . . . . . . . £
subnet Mask

Default Gateway

fefA::A535:3R092:abdBfd3exll

192.168.1.138

= odbh.dbhdbh .l
: 192.168.1.9

Tunnel adapter isatap.{C217A5D6-51CB-43BA-BAD6-4CD?3821D2213:

Media State
Connection—specific DNS Suffix

: Media disconnected

Tunnel adapter Local Area Connection 9:

Connection—specific DNS Suffix
IPvb Address. . .
Link-local IPv6 Hddt

Default Gateway

: 20@1:0:4137:9e76:2¢5h:35c1 :8d70:2£03

feBRA:z:2c¢5h:35c1:8d70:2f83%13
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2. Enter the IP address of your computer in the field DM Server IP and click on Save
button.

[ BioEna:Ie FP VDM Config

Configuration Manager

This VDM Configuration Manager is used to configure the BioEnable FP VDM.

You can set the different parameter used by VDM to communicate with AADHAAR
Application.

AADHAAR Device Manager

Listing Port Range - 4401

DM ServerIp - | 192.168.1.123 |

BioEnable FP VDM

VDM Server Port : 3445

o |

VDM Video Server Port : 1234

[ Stop Service l VDM Sample Server Port : 5678

3. Now click on “Start Service” button, this will start the BioEnable FpVDM service,
and you can start the capture process.
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5. Configuring & Debugging the VDM:

Once the VDM is installed, it does not require any configuration and it works
with default values. Although VDM installer installs two more applications, following
are those, which can be accessed through Programs Menu, as shown in above snapshot

5.1 BioEnable FP VDM Console: This application is a VDM in console mode,

which presents all its operations in Console mode, this is good for debugging

issues related to communication with Aadhaar Device Manager or Aadhaar
Application. When this application starts, its closes down VDM service,
Following are snapshot for this application in action

' Program Files',BioEnable Technologies',BioEnable_FP_¥DM

1132011 1:18:22 PM ==> Found BioScanl® Device Attached to System
1,13-,2011 1:18:22 PH ==> Connected TO AADHAAR Device Manager on Port : 4481
Jideo Server Started

Sample Server Started
1-13-,2011 1:18:23 PM ==> Found BioScanl® Device Attached to System

1,13,2011 1:18:23 PH ==> {DeviceManagerEventResponse xmlns:ixsi=""http:/ wu.ul.op|
/2801 /KMLEchema—instance” xmlns:xsd="http: /" uuw.u3. org-2801-EMLEchema" reguestl

d="B2CAD7?A4-8BE8C—4F/8-BEBE—71 3BA4?F5F5B" " >{Return value="Success" failureReazon="'
Buccess" /2 ConnectResponse apilersion="1.8.8.8" vendor="Unigque Identification A
uthority of India" dmMame="AADHAAR Biometrics Device Manager'" dmlersion="'""1.8.8.0
" heartBeat=""15" />{/DeviceManagerEventResponse>

1-13-,2011 1:18:23 PM ==> <DeviceManagerEventHeszponse xmlns:xsi=""http: wum.ud.op|
/2001 /EMLSchema—instance” xmlns:ixsd="http: /" Yuuw.uw3.orgs2001 -EMLSchema' requestl
d=""00AA2169-BA3f —-AB2d-a235—cPa1a4d@e?35">{Return value="Success" failureReazon="'
Success" /»<{/DeviceManagerEventResponse>

1-13,2011 1:18:28 PH ==> Found BioScanl@ Device Attached to System

5.2 BioEnable VDM Configuration Manager: This utility is provided to
Control the VDM (starting and stopping the VDM service) and configure the

VDM for
a. TCP Ports for AADHAR Device Manager Communication.
b. TCP ports on which VDM listens for requests
c. TCP port on which VDM hosts Video for AADHAR Application.
d. TCP Port on which VDM provides Samples to AADHAR Application
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Note: After any change in setting the VDM Service needs to be restarted.

BicEnable FP VDM

Configuration Manager

Application.

AADHAAR Device Manager

This VDM Configuration Manager is used to configure the BioEnable FP VDM.

You can set the different parameter used by VDM to communicate with AADHAAR

Listing Port Range :  [TTi}] To 4410
DM Serverlp: 127.0.0.1
BioEnable FP VDM
l Start Service l VDM Server Port : 3445
VDM Video Server Port : 1234
l Stop Service l VDM Sample Server Port : 5678
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6. Instructions for using Fingerprint device:

Only place the finger or thumb when the appropriate LEDs are orange and stable.

Do not Place finger/thumb, if there is no LED glowing or LEDs are blinking. LED
Blinking indicates that scanner has detected sliding finger or Scanner surface is not
clean, in such case when Orange LEDs blinks, perform following actions to rectify

the issue.

» Clean the scanning surface with a tissue paper or soft cloth.

» Remove fingers and place them back after the LEDs are stable.

Also go through the troubleshooting.xls for more

Information.
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7. Appendix:

VDM Vendor-specific Device Manager

ISO 19794-4 Finger image data ISO Standard

NIST National Institute Of Science and
Technology

AFIS Automated Fingerprint Identification
System

LED Light Emitting Diode

NFIQ NIST fingerprint Image Quality
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8. Contact Us:

Support Team

BioEnable Technologies Pvt. Ltd.

Office no. 203, 2™ Level,

Cybercity Tower S4,

Magarpatta City, Hadapsar

Pune — 4110013

Maharashtra

Ph: 020-66813600

Email: support@bioenabletech.com
software @bioenabletech.com

Creator : BioEnable

Approver: BioEnable

Version : 1

Distribution : | Proprietary | Limited | Unlimited

Page 22 of 22

Revision : 05

Controlled Copy | Yes | No

Released To UIDAI | Release ID :
2690

Authorized Signature :




